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I  

Abstract 

 
This study presents the design and implementation of an intelligent lighting control system 

using the ESP32 microcontroller platform. The project integrates motion detection and 

ambient light sensing to dynamically adjust lighting intensity, thereby optimizing energy 

consumption and enhancing user comfort. The system architecture combines hardware 

components such as the RCWL-0516 motion sensor, LM393 light sensor, and TRIAC 

dimmer with software modules developed in C++ and Python. A Flask server acts as an 

intermediary between the ESP32 and the Tuya cloud API, enabling seamless communication 

and control despite hardware compatibility challenges. The solution offers scalable, secure, 

and energy efficient lighting automation suitable for both residential and industrial 

applications. Experimental results show significant energy savings and low latency 

performance, confirming the effectiveness and practicality of the proposed system. 
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General Introduction 
 

    Lighting is an essential element of our daily lives and plays a crucial role in how we perceive 

the world around us. Advanced lighting systems illuminate our homes, streets, workplaces, and 

public spaces, influencing our mood, productivity, and even our health. Lighting systems have 

continued to evolve, from their beginnings with natural light sources and simple oil lamps to the 

impressive technological sophistication of today, driven by advancements such as LEDs, home 

automation, and smart lighting. The primary goal of a lighting system is to ensure appropriate 

brightness to meet the specific needs of a space, taking into account factors such as energy 

efficiency and visual comfort. Our project aimed to study and create an Arduino UNO based 

board to enable automation, ensuring optimal lighting control. Chapter 1 lays the theoretical 

foundation, defines photometric parameters (luminous flux, intensity, illuminance), analyzes 

lighting system components, and studies its applications in the industrial, medical, and security 

fields to address challenges such as energy efficiency and cost. Chapter 2 details the hardware 

setup, selecting and describing the parameters of the ESP32 microcontroller (with a focus on its 

applicability in the IoT field), the RCWL-0516 Doppler radar motion sensor, the LM393 

ambient light sensor, and the TRI-C1-based thyristor dimmer, as well as their integration 

scheme. Chapter 3 introduces the system design: the sensor fusion algorithm dynamically 

adjusts the brightness based on motion and ambient light; the ESP32 firmware collects sensor 

data; and the Flask server is the key middleware that connects the ESP32 (C++ language) with 

the incompatible Tuya Cloud API (Python SDK) to achieve dimming control. Despite initial 

limitations in hardware compatibility, the implemented solution represents a robust, scalable 

system that has been validated for both private and industrial use. 
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1.1 Introduction 

 
    Light is a fundamental element of modern life, shaping our spaces, activities, and well-being. 

This chapter explores the lighting system in detail, its technical architecture, and its 

importance in daily life. Whether illuminating homes, workplaces, streets, or monuments, 

these systems go beyond their practical functions to impact safety, comfort, efficiency, and 

even emotion. We will discuss their historical evolution, from early flames to today’s smart 

technologies, and their role in contemporary challenges such as energy transition and urban 

innovation.[1] 

 

 

Figure 1.1: Example of street lighting 

 

 

1.2 Photometric Quantities 

 
    Before going into detail about the types of lamps used in public lighting, it is important to 

define some quantities that play a part in the characteristics of lighting.[2] 
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1.2.1 Light 

 
    Light is the electromagnetic waves visible to the human eye, with wavelengths between 

0.38 and 0.78µm, characterized by its frequency f and wavelength during duration T. 

𝑐 
𝜆 = 𝑐𝑇 = 𝑓 

Equation 1.1: wavelength equation 

where c is the speed of light in a vacuum, 3 × 108 m/s. [2] 

 

1.2.2 Luminous Flux 

 
    Luminous flux is the characteristic quantity of a radiation flux expressing its ability to 

produce a luminous sensation on a selective receptor. It is the amount of light energy 

emitted by a source per second in all directions. [2] 

Symbol: φ 

Unit : Lumen (lm) 

 

1.2.3 Luminous Efficacy 

 
    Luminous efficacy is the ratio of the luminous flux emitted by a lamp to the power 

consumed by the lamp or the total power (lamp + auxiliary). [2] 

Unit: Lumen per Watt (lm/W) 
 

 

1.2.4 Light Intensity 

 
    Luminous intensity is the quantity of energy emitted in a given direction. It does not 

depend on the observation distance. [2] 

Symbol: I 

Unit: Candela (cd) 
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Figure 1.2: Luminous Intensity Explanation Diagram 

 

1.2.5 Illuminance 

    Illuminance is the quantity of luminous flux received by a surface. Expressed in lux (lx), 

where 1 lx = 1 lm/m2 

φ 
𝐸 = 𝑆 

Equation 1.2: Electric field strength equation 

where is luminous flux in lumens, S is illuminated surface area in m2. Measured with a 

luxmeter. [2] 
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1.2.6 Luminance 

 
    Luminance takes into account the light sources present in an observer’s field of vision. 

Unit: Candela per square meter (cd/m2) It is the quotient of the light intensity di in a given 

direction of an infinitely small element of the surface ds surrounding the point, by the area 

of the orthogonal projection of this element onto a plane perpendicular to this direction. [2] 

 

 

Figure 1.3: Photometric Parameters of a Luminaire 

 

 

1.2.7 Glare 

 
    Glare is the unpleasant sensation produced in the eye when moving from a dark area to a 

brightly lit area. It degrades long-term visual conditions and causes visual problems and 

headaches. [2] 

 

 

1.2.8 Color Rendering Index (CRI) 

 
    CRI measures a light’s ability to reproduce colors, ranging from 0 to 100. A higher CRI 

indicates better color reproduction. For street lighting, lamps with CRI between 70 and 

80Ra are often used, while for general applications like premises and housing, CRI between 

80 and 90 is used. CRI is indicated in the color code of a lamp, which combines CRI and 

color temperature. [2] 
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1.2.9 Photometric Diagram 

 
    A photometric diagram is a closed curve where the ’radius’ in a given direction 

represents the intensity of emission in that direction (in lumen/steradian or candela). It sets 

ceiling values for ULR (Upward Light Ratio) and ULR, ensuring control of light emissions 

and light pollution. ULR qualifies the luminaire under horizontal installation conditions, 

deduced from the photometric diagram. 

    ULR qualifies the luminaire under installation conditions with an inclination angle, 

deduced from the rotated photometric diagram. [2] 

Figure 1.4: Photometric diagram 

 

 

1.3 Definition and Composition of a Lighting System 

 
    A lighting system is an organized infrastructure designed to generate, distribute, and 

condition artificial light in a specific environment. More than just a light source, it 

integrates a synergy of technical, electrical, and technological components tailored to the 

functional, aesthetic, and energy needs of the space concerned: home, office, factory, road, 

or artistic installation. [1] 
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1.3.1 Key Components 

 
 Light Sources: The core of the system, converting energy into visible 

radiation. These include: 

– Traditional technologies (incandescent, halogen). 

– Energy-saving solutions (compact fluorescent lamps, LEDs). 

– Hybrid or connected innovations (smart LEDs, OLEDs). 

 Luminaire: The physical structure housing the light source. Their design influences light 

distribution (direct, indirect, directional) while ensuring protection, heat dissipation, and 

architectural integration. Examples: recessed spots, designer pendants, industrial 

projectors. 

 Control Devices: 

– Manual: switches, dimmers. 

– Automation: presence sensors, light detectors, timers. 

– Smart systems: Home automation platforms (via Wi-Fi, Bluetooth, Zigbee), remote control 

via apps or voice assistants. 

 Electrical Infrastructure: 

– Wiring, circuits, and distribution boards designed for safety and compliance with 

standards (e.g., NFC 15-100 in France). 

– Dedicated power supplies (low-voltage LED transformers, electronic drivers). 
[1] 

 

1.3.2 Functions and Challenges 

 
Beyond basic lighting, these systems address several objectives: 

 Safety: Emergency lighting, marking hazardous areas. 

 Productivity: Adjusting intensity and color temperature in offices. 

 Ambiance: Stage lighting in museums, hotels, or residential spaces. 

 Accessibility: Adapted for visually impaired individuals (high-contrast, glare-free lighting). 
[1] 
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1.3.3 Sustainability Dimension 

 
Modern systems incorporate ecological criteria: 

 EnergyEfficiency: Prioritizing low-consumption, recyclable LEDs. 

 Reducing Light Pollution: Directional lighting, automatic shut-off. 

 Circularity: Use of sustainable materials, modularity to extend lifespan. [1] 

 

 

 

1.4 Application Domains of Lighting Systems 

 
    Lighting systems play a strategic role in numerous sectors, addressing specific needs 

ranging from industrial productivity to healthcare and collective safety. Their design and 

functionality are tailored to the constraints and challenges of each environment. [1] 

 

1.4.1 Industrial Sector: Performance, Safety, and Sustainability 

 
    In the industrial sector, lighting is the backbone of operational efficiency and worker 

safety. Its main objectives are: 

 Optimal Visual Comfort: Uniform, non-glaring lighting reduces eye fatigue, essential 

for precision tasks (electronic assembly, quality control) or dark environments (logistics 

warehouses). 

 Adaptation to Extreme Conditions: Industrial lighting must withstand vibrations, dust, 

humidity, or high temperatures (e.g., metallurgical workshops, cold rooms). 

 Enhanced Safety: Explosion-proof lighting in high-risk areas (petrochemical industry). 

Light signals for machine circulation zones (forklifts). 
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 Energy Efficiency: Industrial LEDs consume up to 80 % less energy than halogen lamps, 

reducing energy bills and carbon footprint. Smart systems with presence detectors 

illuminate only occupied areas (corridors, storage). 

Examples of innovations: 

 Connected luminaires: Centralized control via IoT to adjust intensity based on activity or 
natural light. 

 UV-C lighting: Surface disinfection in food processing or pharmaceutical labs. [1] 
 

 

Figure 1.5: Example of lighting for industry 

 

 

1.4.2 Medical Hospital Sector: Health, Tranquility, and Precision 

 
In hospitals, light becomes a therapeutic tooland a health vector, with strict requirements: 

 Soothing Ambiance: Adjustable color temperature (warm white 2700 K in rooms, neutral 

white 4000 K in corridors). Brightness can be adjusted to match patients’ circadian 

rhythms (e.g., dynamic lighting simulates natural cycles for elderly patients). 

 Technical Precision: Operating rooms: Shadow-free surgical lighting (high CRI LEDs 

90), sterilizable, and heat free. 

 Medicalimaging: soft lighting in radiology rooms optimizes screen reading. 
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 Dentistry: Variable-intensity directional projectors for delicate interventions. 

 Stress Reduction: Studies show natural light or biodynamic lighting can reduce anxiety 

in oncology or pediatric patients. 

Specific challenges: 

 Hygiene: Sealed, joint free luminaires for easy cleaning (operating rooms). 

 Emergencies: Uninterruptible backup lighting in critical areas (resuscitation). [1] 
 

 

Figure 1.6: Example of lighting in the medical field 

 

 

1.4.3 Safety Sector: Protection and Crisis Management 

 
a. Evacuation Lighting: 

 Function: Guide occupants to emergency exits during power outages (fire, earthquake). 

 Requirements: 

– Minimum 1-hour autonomy (integrated battery). 

– Clear marking of exits, stairs, and obstacles (light strips). 

– Diffuse but adequate light (1 lux on evacuation routes). 

 Applications: shopping malls, cinemas, schools. 
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b. Anti-Panic Lighting: 

 Objective: Prevent uncontrolled movement in large spaces (stations, stadiums). 

 Characteristics: 

– Uniform light, eliminating shadowy areas. 

– Minimum intensity of 0.5 lux across the area. 

– Immediate startup via backup generators. 

c. Key technologies: 

 Long-lasting LEDs: Reduce maintenance costs in complex installations. 

 Self-testing systems: Automatically check emergency device functionality. 

 Siren integration: Synchronization with smoke detectors or alarms. [1] 
 

 

Figure 1.7: Example of lighting in the field of security 

 

 

1.5 Advantages of Smart Lighting Systems 

 
    Modern lighting systems, particularly those integrating network or automation 

technologies, offer benefits far beyond simple illumination. They transform spaces into 

adaptable, cost effective, and secure environments while aligning with sustainable and 

innovative approaches. 
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1.5.1 Energy Savings and Environmental Respect 

 
 Optimized Consumption: 

– LEDs combined with motion or presence sensors automatically turn off lights in 

unoccupied rooms, reducing energywaste (upto 70% savings compared to traditional 

systems). 

– Adjust lighting based on schedules during peak or idle hours (e.g., turning off commercial 

signs after closing). 

 

 Carbon Footprint Reduction: 

– Low-energysystems (LEDs, solar) limit CO2 emissions, contributing to carbon neutrality 

goals. 

– Integration with renewable energy sources (solar panels, wind turbines) for autonomous, 

eco-friendly lighting. [1] 

 

1.5.2 Personalized User Comfort 

 
 Automation and Custom Scenarios: 

– Create lighting routines tailored to lifestyles (e.g., soft light in the morning, maximum 

intensity for work, warm ambiance in the evening). 

– Synchronize withother home automation devices (blinds, heating) via platforms like Google 

Home or Apple Home Kit. 

 

 Biological Adaptation: 

– Biodynamic lighting mimics natural daylight cycles (coolwhite in the morning, warm 

orange in the evening) to promote sleep and focus. 
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– Adjustable color temperature (2000 K to 6500 K) based on activity (reading, relaxation, 

cooking). [1] 

 

1.5.3 Enhanced Security and Risk Prevention 

 
 Intrusion Prevention: 

– Simulate presence during absence with randomized algorithms (differential room lighting), 

compatible with surveillance cameras. 

– Real time alerts (smartphone notifications) for suspicious motion detection. 

 Emergency Management: 

– Integrated emergency lighting (backup battery) activates during power outages. 

– Incase of fire or smoke, illuminated paths guide people to exits. 

 Physical Safety: 

– Automatically highlight obstacles (stairs, furniture) at night with motion sensing night 

lights. 

– Provide glare free lighting for elderly or mobility impaired individuals. 

 

1.5.4 Flexibility and Scalability 

 
 Modularity: 

– Lighting modules can be added or removed without overhauling the system (e.g., new 

rooms or garden extensions). 

– Software updates to enhance functionality (e.g., new scenarios, compatibility with 

emerging protocols). 

 Aesthetic Customization: Choose designer lighting, variable colors (RGB LEDs), 

or innovative shapes (strips, OLED panels) to match any decor style. 
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1.5.5 Asset Valuation 

 
 Increased Property Value: Smart lighting systems are a major selling point, 

synonymous with modernity and energy performance. 

 Responsible Image: For businesses, eco-friendly installations enhance CSR 

(corporate social responsibility) and attract eco-conscious clients. 

 

 

1.6 Limitations and Challenges of Lighting Systems 

 
    While LED and connected lighting systems offer undeniable advantages, their 

deployment is not without limitations. These challenges, though generally surmountable, 

require prior analysis to optimize integration and ensure long-term performance. 

 

1.6.1 High Initial Cost: Investment and Profit 

 
 Purchase Price: 

– High end LED, smart lighting, or home automation systems require a higher initial 

investment than traditional solutions (incandescent, halogen). For example, LED bulbs can 

cost 5 to 10 times more than traditional bulbs. 

– Indirect costs may include additional equipment (dimmers, drivers, connection hubs) for 

optimal compatibility. 

 Return on Investment (ROI): 

– Despite high costs, LEDs offer value due to their long lifespan (up to 50,000 hours, or 25 

years for residential use) and low energy consumption. ROI is typically achieved within 2 to 

5 years, depending on usage. 

– For professionals, subsidies (e.g., CEE grants in France) or tax deductions can re- duce this 

financial barrier. 
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1.6.2 Temperature Sensitivity: Thermal Management 

 
 Heat Impact: 

– Although LEDs emit less heat than halogen lamps, their lifespan and efficiency can decrease 

if they overheat internally (e.g., driver degradation). 

– In hot (35◦C) or poorly ventilated environments (recessed spots, sealed luminaires), 
luminous flux drops by 10% to 20%. 

 Key Contexts: 

– Industrial applications: Furnaces, foundries, or tropical zones require IP66/67- certified 

industrial LEDs with heat sinks. 

– Outdoor lighting: LED projectors on exterior walls or streetlights in desert areas need 

reinforced designs (durable materials, passive ventilation). 

 

1.6.3 Other Challenges 

 
 Light Pollution: White LEDs with high blue light content (5000 K) can harm nocturnal 

ecosystems (insects, migratory birds) and human health (melatonin suppression). 

Solution: Prefer warm color temperatures (3000 K) and directional outdoor lighting. 

 Technical Complexity: Connected systems require initial setup, sometimes complex 

(stable Wi-Fi, firmware updates). Example: Smart RGB lighting requires a dedicated app 

and protocol compatibility (Zigbee, Matter). 

 Recycling and Environmental Impact: LEDs contain rare metals (gallium, rare earths) 

and electronic circuits requiring specialized recycling (e.g., Recylum in France). 
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1.7 Conclusion 

 
    This chapter provides a comprehensive overview of lighting systems, analyzing their 

mechanisms, applications, and impacts in a changing world. We explored their technical 

definitions, cross-sectoral roles (industry, health, safety), and the delicate balance between 

their advantages (energy efficiency, comfort, security) and limitations (initial cost, 

environmental sensitivity). More than a summary, this study highlights key lessons: 

 Lighting as a Socio-Economic Lever: From factories to hospitals, optimized lighting 

can enhance human performance, reduce risks, and improve quality of life.

 Ongoing Technological Revolution: The rise of LEDs, IoT, and sustainable materials 

rede- fines standards, making lighting systems a key player in smart cities and ecological 

transformation.

 Challenges of Responsible Adoption: While initial costs and technical limits remain, 

innovations in thermal management, recycling, and interoperability pave the way for 

widespread, cost-effective, and ethical adoption.

    This analysis lays the groundwork for the project design methodology in the next chapter. 

We will discuss tools, protocols, and technical choices enabling the translation of theoretical 

concepts into concrete solutions. From energy simulation software (DIALux, Relux) to mate- 

rial selection criteria (IEC standards, ERP directives) and real-world durability tests, we will 

detail how to balance innovation, efficiency, and compliance in creating optimized lighting 

systems. 
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2.1 Introduction 

 
    The most important step before implementing any electronic project is the concept study to 

enable proper prototyping. For the proper design of lighting control systems, it is necessary 

to select appropriate technical solutions. Existing technical solutions in this field aim to save 

electrical energy and facilitate lighting control without human intervention. This chapter 

presents the various tools and components used to develop our intelligent lighting control 

system project. 

 

 

2.2 ESP32 

 
2.2.1 History 

 
    In early 2014, Espressif launched the ESP8266, a Wi-Fi microcontroller. It became very 

useful and popular in the DIY/IoT community due to its low cost compared to its features and 

its growing support via Arduino. Later, in September 2016, Espressif officially launched the 

ESP32, a family of the same type as the ESP8266, but as a successor with new improvements: 

 Dual-core 32-bit (Ten silica LX6).

 Wi-Fi + Bluetooth (Classic + BLE).

 More GPIO, ADC, DAC, PWM, SPI, I2C, UART.

 Enhanced hardware security (cryptography, encryption).

 Better performance, more memory.

 

 

2.2.2 Definition 

 
    The ESP32 microcontroller, developed by Espressif Systems, has emerged as a powerful and 

versatile platform for Internet of Things (IoT) and embedded systems. The ESP32 is a low- 

cost, low-power system-on-chip (SoC) microcontroller integrated with Wi-Fi and Bluetooth 
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capabilities. It is powered by a dual-core Ten silica Xtensa 32-bit LX6 microprocessor, 

operating at 240 MHz The ESP32 also features a rich set of peripherals, including ADCs, 

DACs, capacitive touch sensors, and a Hall effect sensor, making it highly suitable for a 

wide range of IoT applications [3,4]. 

    The ESP32 was introduced as a successor to the ESP8266, which was widely popular for its 

Wi-Fi capabilities but lacked the advanced features and dual-core architecture of the ESP32.      

The ESP32’s release marked a significant leap forward in terms of performance, 

functionality, and versatility, establishing it as a preferred choice for both hobbyists and 

industrial applications [5,6]. 

2.2.3 Comparative Analysis of ESP32 
Table 2.1: Modules Comparison 
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2.2.4 ESP32DevBoardCH340 

    This is the ESP32S-DEV development board based on ESP-WROOM-32, featuring Wi-Fi 

+ Bluetooth connectivity, onboard USB CH340, and keys. All the I/O pins of the ESP- 

WROOM- 32 module are accessible via the extension headers. The board has 2×15 pin 

extension headers, which break out all the I/O pins of the module, and two keys, used as reset 

or user-defined. 

 

 

Figure 2.1: ESP32 dev board CH340 

 

 

2.2.5 Quick Specs 

 
 ESP-WROOM-32 32-bit 240 MHz microprocessor

 Supply Voltage: 5 V

 2.4 GHz Wi-Fi

 Bluetooth 4.2
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 4 MByte (32 Mbit) SPI Flash

 448 KB ROM, 520 KB SRAM

 16 KB SRAM in RTC

 PCB Antenna

 Powered via USB Type-C Connector, or via pin header

 Reset and User/Firmware buttons

 User and Power LED

 USB Type-C connector

 Virtual USB port provided by CH340 for debugging and firmware upgrade

 Assembled with ESP-WROOM-32 module

 Dimensions: 51.5 × 28.5 mm

 

2.2.6 Components and Characteristics of the ESP32 CH340 

 
 ESP32 (WROOM-32): Main microcontroller, dual-core 32-bit with Wi-Fi and Blue- tooth.

 CH340G or CH340C: A USB UART converter for serial communication with the computer.

 Voltage Regulator: Converts 5 V from USB to 3.3 V for ESP32 power supply.

 Quartz Oscillator: Provides an accurate clock to the ESP32 (often 40 MHz).

 Integrated LED (often on GPIO2): For function signaling.

 USB Connector (micro-USB or USB-C): For power supply or data transmission to the 

CH340.

 RESET Button (EN): To reset the ESP32.

 BOOT Button (IO0): Manually puts the ESP32 into flash mode.

 GPIO Pins (header pins): I/O pins (digital, analog, PWM, SPI, etc.).

 Capacitors and Passive Resistors: For filtering and electrical stability.

 Wi-Fi and Bluetooth: Integrated into the module or external via U.FL connector.
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2.2.7 Application 

 
 Industrial IoT: The Internet of Things (IoT) market has rapidly expanded over the last 

few years following the increased demand for communication and control of various 

devices and gadgets. The main requirement for modern IoT devices is effective 

connectivity to ensure reliable remote communication and data transfer in a wireless 

environment. This concept for IoT devices is called 6A (Anything, Anytime, Anyone, 

Anyplace, Any service, and Any network) [7]. IoT technology significantly impacts behavior 

and lifestyle in both working and domestic environments. Advanced communication 

capabilities dramatically reshape industrial automation, manufacturing, business and process 

management, intelligent transportation, and logistics. In domestic applications, IoT enhances 

home automation and introduces communication-based technologies such as demotics’, 

assisted living, e-health, and e-learning. To develop IoT further and expand its applications, 

powerful, low-cost, and low- power solutions are required. Another requirement is a small 

form factor; the smaller the size and weight, the wider the application area. The ESP32, 

released by Espressif Systems in September 2016, is a powerful microcontroller with built-in 

Wi-Fi and Bluetooth, designed as a perfect solution for IoT devices [7].

 Building Automation: With integrated DAC and ADC converters, as well as wireless

connectivity, the ESP32 is usable for building automation systems. It has been used to 

retrofit existing systems, enabling migration to IoT platforms with 5G-ready capabilities 

[8]. 

 Environmental Monitoring: With its wireless connectivity (Wi-Fi/Bluetooth), low 

power consumption, and compatibility with a wide range of sensors, the ESP32 enables 

environ- mental monitoring:

 Wi-Fi + BLE: For data transmission (to cloud, local server, or phone).

 Low power modes: Ideal for remote, battery-powered sensors.

 Plenty of GPIOs: For multiple sensors (analog/digital) and affordable widely supported large 

community and many libraries.
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 Education: The ESP32 is an important tool providing students with practical experience in 

IoT development due to its reasonable price and ease of use. It has been used in 

educational projects like weather stations and smart homes.

 Machine Learning at the Edge: Recent studies have explored the ESP32’s potential for 

running machine learning algorithms at the edge. Although primarily used for data 

collection, its processing capabilities make it suitable for simple neural network 

applications, especially when combined with cameras or other sensors.

 

2.2.8 ESP32 Extension Board 

 
    The ESP32 expansion board is a solution that aims to enhance the capabilities of the micro- 

controller by increasing connectivity options. 

Specs: 

 USB C Connector and selectable voltage level on I2C and SPI pinout.

 Allpins are accompanied with VCC and GND for easysensor connections.

 On-board Regulator: 5V~1A and header Connector Pitch: 2.54mm.

 Power-On LED Indicator and M3 screw holes on corners of board.

 Board dimension: 65 x 55 mm and mounting dimension: 60 x 50 mm.
 

Figure 2.2: ESP32 Expansion Board 
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Table 2.2: Expansion Board Composition 

 

 

 

2.3 Sensors 

 
    Sensors detect physical quantities (e.g., temperature, pressure) or chemical properties (e.g., 

concentration) and convert them into measurable signals [9]. 

 

2.3.1 Motion Sensor RCWL-0516 

 
Definition 

 

    The RCWL-0516 module is a cost-effective, Continuous Wave (CW) radar module that 

operates on the Doppler principle to detect motion. It is widely used in various 

applications, including security systems, home automation, and industrial control, due to its 

ability to detect movement without requiring additional contextual data. 

Figure 2.3: Motion sensor RCWL-0516 
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RCWL-0516 Working Principle 

 

    The RCWL-0516 module is a Doppler radar sensor that detects movement by measuring 

changes in the frequency of microwaves reflected off moving objects. This principle is known 

as the Doppler effect, where the frequency of the reflected wave changes proportionally to 

the speed of the moving object. 

 

Technical Specifications and Functionality 

 

    The RCWL-0516 module is designed to provide accurate and reliable motion detection. 

Some of its key technical specifications include: 

 Detection Area: The module has a detection area of 13 feet in width and 6.5 feet in depth, 

with a tilt angle range of -30 to +30 degrees. This makes it suitable for monitoring a 

wide range of areas, from small rooms to larger outdoor spaces [10].

 Frequency and Sensitivity: The module operates in the K-band frequency range, which 

offers high resolution and fast response times. This allows it to detect even slight 

movements with high accuracy [10, 11].

 Power Supply: The module typically operates on a 5 V power supply, making it compatible 

with most microcontroller boards and other electronic devices. This low power 

requirement also makes it energy-efficient and suitable for battery-powered applications 

[12, 13].

 Output Signal: The module provides a digital output signal, which can be connected to a 

microcontroller or other electronic circuits for further processing. This digital output is a 

key feature that allows for easy integration into more complex systems [12, 13].
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Application 

 

a. Smart Home Automation: 

 Automatic lighting: Turn on lights when motion is detected.

 Security systems: Motion-based intrusion detection.

 Home energy saving: Auto turn-off appliances when no movement.

b. Industrial and Office Automation: 

 Room occupancy monitoring.

 Touchless switches (motion triggers devices).

 Automatic doors or gateways.

c. Security and Surveillance: 

 Hidden motion sensors (behind walls, under tables).

 

 Alarm systems triggered by movement.

 

 Garage or driveway motion detectors.

d. Battery-Powered or IoT Devices: 

 Use with ESP32 or Arduino to send MQTT messages or alerts.

 Smart motion-activated cameras or IoT gadgets.

 Wake-up triggers for low-power systems (ESP32 in deep sleep).

e. Public Facilities: 

 Automated lighting in restrooms or corridors.

 Motion-based advertisement displays.

 Touchless vending or water dispensing systems.

 

 

Advantages of the RCWL-0516 Module 

 

 High Accuracy: Compared to other types of motion sensors, this module provides high 

accuracy in motion detection.
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 Low Cost: Its advanced features at an effective cost enable a wide range of applications 

across different fields.

 Simple to Integrate: The module can be easily integrated with microcontrollers and a wide 

range of electronic circuits.

Limitations of RCWL-0516 

 

 Limited Data Information: The module can only detect movement without providing 

additional information, such as the type of object or its speed.

 Dependence on Environmental Conditions: While robust, its performance can be 

affected by interference from other electronic devices or physical barriers [13].

 Limited Range: The detection range is limited to its specified area, which may require 

multiple modules for larger spaces.

How to Link RCWL-0516 with ESP32 

 

 

Figure 2.4: ESP32 and RCWL-0516 sketch 
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2.3.2 LDR Module - LM393 

 
Definition 

 

    The LM393 luminosity sensor is a type of photosensor designed to measure luminance by 

detecting light intensity and converting it into an electrical signal, representing the intensity of 

light emitted from a surface per unit area. The comparator LM393 module is used to digitize 

any resistive sensor. The module produces an output voltage according to the resistance of 

the connected sensor and is available at the Analog Output (AO) pin. The same signal is fed 

to an LM393 High Precision Comparator to digitize it and is available at a Digital Output 

(DO) pin. The module has a built-in potentiometer for sensitivity adjustment of the digital 

output [12]. 

 

Figure 2.5: LDR Module – LM393 

 

LM393 Working Principle 

 

    The LM393 module operates on the principle of comparing voltage levels to detect light 

intensity changes through a light-dependent resistor (LDR). The LDR’s resistance decreases 

with increasing light intensity, allowing the LM393 to trigger an output when ambient light 

falls below a predefined threshold. This functionality is particularly useful in applications 

such as automatic night lamps, where the circuit activates a light source in darkness and 

deactivates it in light, ensuring energy efficiency and simplicity [15]. 
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 LDR Functionality: The LDR’s resistance varies inversely with light intensity, enabling 

it to act as a sensor.

 Voltage Comparison: The LM393 compares the voltage across the LDR with a 

reference voltage. When the LDR voltage drops below this reference, the output 

changes state.

 

Technical Specification 

 

Features of ADIY LDR Module: 

 LM393-based design.

 Detects ambient brightness and light intensity.

 Adjustable sensitivity (via blue digital potentiometer adjustment).

 Output Digital: 0 V to 5 V, adjustable trigger level from preset.

 LEDs indicating output and power.

 Mounting hole.

 Power and Signal indicator LED.

 Analog and Digital Out.

 Adjustable threshold (via potentiometer).

 Input Voltage: 3.3 to 5 V.

 

 

Specification of LDR Module 

 

 Maximum power dissipation: 200 mW.

 Maximum voltage at 0 lux: 200 V.

 Peak wavelength: 600 nm.

 Minimum resistance at 10 lux: 1.8kΩ

 Maximum resistance at 10 lux: 4.5kΩ

 Typical resistance at 100 lux: 0.7kΩ

 Dark resistance after 1 sec: 0.03MΩ

 Dark resistance after 5 sec: 0.25MΩ
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Advantages of LDR Module - LM393 

 

 High sensitivity.

 Simple and small device.

 Easyto use.

 Inexpensive: Low cost compared to other modules.

 No union potential.

 High light dark resistance ratio.

 Simple connection.

 

 

Limitation of LDR Module - LM393 

 

 Ambient Light Sensitivity: LDRs respond to visible light, but their accuracy can be 

affected by ambient lighting, such as sunlight or artificial light sources, leading to 

inconsistent performance.

 Slow Response Time: LDRs are slow to react to rapid changes in light intensity, limiting 

their use in applications requiring fast detection or high-speed switching.

 Limited Precision: The module provides a binary (HIGH/LOW) output or an analog signal 

with low resolution, unsuitable for precise lux measurements or calibrated light intensity 

applications.

 Temperature Dependency: LDR resistance can varywith temperature, 

causing inaccuracies in extreme conditions.

 Manual Calibration Required: Threshold sensitivity must be adjusted manually using 

a potentiometer, which can be inconvenient and inconsistent across multiple units.

 No Built-in Filtering: Lacks signal processing or filtering, so electrical noise or 

sudden shadows can cause false triggering.

 Not Suitable for High-Frequency Applications: Due to the inherent delay in LDR 

response, it’s unsuitable for high-speed switching or optical communication tasks.
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 Limited Output Capability: The open-collector output of the LM393 requires an 

external pull-up resistor when not interfaced with logic-level devices.

 Power Supply Constraints: Operates typically at 3.3 V to 5 V, so it may require a 

level shifter in mixed-voltage systems.

Application 

 

    The LDR LM393 is a light sensor combining a light-dependent resistor (LDR) and the 

LM393 comparator to produce a digital output signal representing light intensity, usable in 

different fields such as: 

a. Automatic Night Light Systems: The LM393 can be integrated into night lamp 

designs that automatically turn on in low light conditions. The LDR detects ambient light 

levels, and when they fall below a set threshold, the LM393 activates a transistor to power 

the lamp [16]. Applications in this field focus on saving electrical energy, making it ideal for 

factories, homes, and gardens. 

b. Security Systems: In security applications, the LM393 can be paired with LDRs to 

create low-cost laser alarm systems. The LDR detects interruptions in a laser beam, 

triggering an alarm when the beam is broken [17]. Such systems can be powered by 

renewable energy sources, enhancing sustainability and reducing operational costs. 

While the LM393 and LDR combination offers significant advantages in automation and 

security, it is essential to consider potential limitations, such as sensitivity to environmental 

changes and the need for calibration to ensure reliable performance in varying light 

conditions. 
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How to Link LDR LM393 with ESP32 

 

 

Figure 2.6: ESP32 and LM393 sketch 

 

2.3.3 TRI-C1 AC Triac RF+Push Dimmer 

 
Definition 

 

    The TRI-C1 AC Triac RF+Push Dimmer is an advanced dimming solution containing 

advanced features for controlling lighting and its intensity. It works on the TRIAC 

principle, which allows smooth control of lighting intensity for both incandescent and LED 

lamps. It also works with remote control technology via radio frequencies, enhancing user 

comfort and flexibility in use. 
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Figure 2.7: TRI-C1 AC Triac RF+Push Dimmer by Mi Boxer 

Working Principle and Technical Specification (TRIAC Technology) 

 

 Phase Cutting: The dimmer employs a phase-cutting technique, adjusting the power 

delivered to the load by cutting portions of the AC waveform, effectively dimming the light 

output.

 Zero-Crossing Detection: Ensures the TRIAC is triggered at the optimal point in the 

AC cycle, reducing electrical noise and improving performance [18].

 

Remote Control Features: 

 

 RF Receiving Circuit: Allows users to control lighting remotely, enhancing convenience 

and flexibility.

 Wi-Fi Integration: Some models incorporate Wi-Fi modules, enabling smart home 

integration and remote monitoring of the dimmer’s status [19].

 User Interaction Push Button Control: The dimmer can be operated via a push button, pro- 

viding a straightforward method for adjusting brightness levels without needing a remote 

[20].
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Why the TRIAC RF Control Capability 

 

 Remote operation via the integrated RF receiving circuit.

 Reduces flickering using a two-wire power fetching system to minimize LED flickering.

a. Enhanced Dimming Features: 

 Phase-cutting technology allows smooth dimming for different types of lighting, including 

LEDs and incandescent bulbs.

 Zero-Crossing Detection ensures efficient operation bytriggering the TRIAC at optimal 

points in the AC cycle, reducing electrical noise and improving performance [18].

b. Safety and Synchronization: 

 Zero-Crossing Detection enhances efficiency and reduces noise [18].

 Over-current protection with an integrated detection circuit improves safety by pre- venting 

overloads.

Limitation of the Dimmer 

 

Although the TRIAC is practical and usable, it presents some limitations that impact its 

performance: 

 Flickering Issues: TRIAC dimmers can cause flickering in LED lights, particularly at low 

brightness settings, due to the phase-cutting method [18].

 Compatibility Challenges: May not be compatible with all LED drivers, leading to 

inefficiencies or failure to dim properly. Some LED drivers may not recognize the TRIAC 

dimmer, resulting in inconsistent performance or failure to operate [21].

 Control Limitations: Reliance on RF signals for remote control can cause latency or 

interference issues, affecting user experience.
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System Connection 

 

 

Figure 2.8: All components sketch 
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3.1 Brightness Adjustment Algorithm (Motion + Ambient 

Light) 

    The algorithm combines data from the PIR sensor (motion) and the LM393 sensor (ambient 

light) to dynamically adjust LED brightness. Its detailed implementation is as follows: 

 

3.1.1 Operating Principle 

 
 Inputs: 

– motionDetected(boolean): HIGH if motion is detected, LOWotherwise. 

– ambientLight(integer 0-4095): Analog value from LM393 (0 = total darkness, 4095 = 

maximum light). 

 Output: brightness (integer 0-100): Brightness levelsent to the TRI-C1 dimmer. 

 Logic: 

– If motion is detected: Brightness is inversely proportionalto ambient light (lower ambient 

light, brighter LED). 

– If no motion for X seconds: Brightness drops to 0 u` (LED 

off). Implementation in code: 

1. Configurable Parameters: 

 
// Thresholds and parameters 

const int LIGHT_THRESHOLD = 1000; 

// Ambient light threshold ( adjustab const int MOTION_TIMEOUT = 30; 

 

// Timeout duration (seconds) 

unsigned long lastMotionTime = 0; 

// Last motion time 
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2. Calculation Algorithm: 

 
int calculateBrightness(int motion, int light) { 

if (motion == HIGH) { 

lastMotionTime = millis(); // Reset timer 

 

// Map ambient light to brightness (0-100%) 

// Lower ambient light, brighter LED 

return map(light, 0, 4095, 100, 10); // 10% min to avoid 

full off 

} else { 

// Turn off after MOTION_TIMEOUT 

if ((millis() - lastMotionTime) > (MOTION_TIMEOUT * 1000)) { 

return 0; 

} else { 

// Maintain last valid brightness 

return currentBrightness; 

} 

} 

 

3. Smooth Transitions: 

 
int smoothBrightness (int target) { 

static int current = 0; 

// Linear interpolation (gradual adjustment) 

if (target > current) { current += 1; 

} else if (target < current) { 

current -= 1; 

} 

return constrain(current, 0, 100); // Limit to 0-100% 

} 
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4. Integration in Main Loop: 

 
void loop() { 

// Read sensors 

motionDetected = digitalRead(pirPin); 

ambientLight = analogRead(lm393AO) 

// Calculate target brightness 

int targetBrightness = calculateBrightness(motionDetected,ambientLight) 

// Smooth transition 

brightness = smoothBrightness(targetBrightness); 

// Send to Flask server 

sendBrightnessToFlask(brightness); delay(100) 

5. Special Cases and Optimizations: 

 Outlier Filtering: 

 
// Reject out-of-range readings (e.g., faulty sensor 

) 

if (ambientLight < 0 || ambientLight > 4095) { 

ambientLight = previousLight; // Use last valid 

value} 

 Dynamic Threshold Adjustment: 

 
// Adjust LIGHT_THRESHOLD based ontime (e.g., via RTC) 

(isNightTime()) { 

LIGHT_THRESHOLD = 500; // Lower threshold at 

night 

} else { 

LIGHT_THRESHOLD = 1500; // Higher threshold 

during day} 
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3.1.2 Experimental Results 

 
• Adjustment Latency: < 500 ms between detection and action. 

• Energy Savings: 60% 

• Behavior: 

Table 3.1: Light behavior 
 

 

Scenario Brightness 

Movement + Night (0 lux) 100% 

Movement + Day (1000 lux) 30% 

No Movement (30s) 0% 

 

3.1.3 Possible Improvements 

 
 Machine learning: Dynamically adjust thresholds based onuser habits. 

 Additional sensors: Integrate temperature sensors for seasonal brightness adjustments. 

 Manual mode: Allow users to override automation via a web interface. 

The algorithm balances energyefficiency and user comfort while being easy to implement on 

microcontrollers like the ESP32. 

 

3.2 ESP32 Programming: Sensor Data Collection 

 
    This section details the ESP32 logic for collecting data from PIR (motion) and LM393 

(ambient light) sensors and transmitting it to a Flask server. 

 

3.2.1 Hardware Setup and Initialization 

 
a. Used Pins: 

• PIR motion sensor: GPIO 13 (digital input). 

 

• LM393 photoelectric sensor: Analog output (AO) → GPIO 34 (ADC2 CH6). 
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b. Code Initialization: 

 
#include <WiFi.h> 

#include <HTTPClient.h> 

// Pin definitions 

const int pirPin = 13; 

const int lm393AOPin = 34; // 12-bit ADC {0-4095} 

const int lm393DOPin = 1; // Optional 

// Variables 

int motionState=LOW; 

int ambientLight = 0; 

void setup() { 

pinMode(pirPin, INPUT); 

pinMode(lm393DOPin, INPUT); // If used; 

Serial.begin(115200) 

 

3.2.2 Data Acquisition 

 
1. PIR Sensor Reading (Motion): The PIR sensor returns a HIGH signal on motion 

detection, LOW otherwise. Software debouncing prevents false positives from interference. 

void readPIR() { 

int currentState = digitalRead(pirPin); 

if (motionState != currentState) { 

delay(50); // Debounce (50 ms) 

currentState = digitalRead(pirPin); 

motionState = currentState; 

} 

} 
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2. LM393 Sensor Reading (Ambient Light): The analog output (AO) provides a voltage 

proportional to brightness, converted to a digital value by the ADC. 

 
void readLM393() { 

ambientLight = analogRead(lm393AOPin); // (dark) to 4095 ( bright) 

// Optional: Use digital output (DO) for predefined threshold 

// int digitalLight = digitalRead(lm393DOPin); 

 

3. Data Transmission to Flask Server: 

a. JSON Data Formatting: Sensor values are structured in JSON for HTTP POST 

transmission. 

St1 ring buildPayload() { 

String payload = "{\"motion\":"; 

payload += String(motionState); 

payload += ", \"ambient_light\":"; 

payload += String(ambientLight); 

payload += "}"; 

return payload; 

} 

 

b. Sending via HTTP Client: The ESP32 connects to the Flask server via its local IP 

(e.g., http://192.168.1.1:5000/api/sensors) 

void sendDataToFlask(){ 

if (WiFi.status() == WL_CONNECTED) { HTTPClient http; 

http.begin("http://192.168.1.1:5000/api/sensors"); http.addHeader("Cont 

int httpCode = http.POST(payload); 

if (httpCode == HTTP_CODE_OK) { 

Serial.println("Data sent successfully!"); 

http://192.168.1.1:5000/api/sensors)
http://192.168.1.1:5000/api/sensors
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3.2.3 Error Handling and Optimization 

1. Wi-Fi Reconnection: If the hotspot connection is lost, the ESP32 automatically reconnects. 

void connectToWiFi() { 

WiFi.begin("SmartLighting", ""); 

Serial.println("Connecting to hotspot..."); 

while (WiFi.status() != WL_CONNECTED) { 

delay(1000); 

Serial.print("."); 

} 

Serial.println("\nWiFi connected! IP address: "); 

Serial.println(WiFi.localIP()); 

 

2. Local Cache Failure Modes: The latest sensor values are stored in case of a failure 

in EEPROM memory for subsequent use. 

#i1 nclude <EEPROM.h> 

vo2 id saveToMemory() { 

EEPROM.write(0, motionState); 

EEPROM.write(1, ambientLight / 16); // Store on 8 bits 

EEPROM.commit(); 

 

3. Main Loop: 

 
void loop() { 

readPIR(); readLM393(); sendDataToFlask(); 

saveToMemory(); // Optional 

delay(2000); // Send every 2 seconds 

} 
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3.2.4 Results and Best Practices 

 
 Measured Latency: < 150 ms fromreception to sending. 

 Program Size: 

– Program storage space: 70% Flash (1.2 MB) 

– Dynamic memory: 40% RAM (320KB) 

 Debugging Tips: 

– Use Serial.print() to monitor serial data. 

– Test HTTP requests with Postman or curl to simulate server interactions. 

 

 

3.3 Flask Server as Communication Intermediary 

 
3.3.1 Technical Context 

 
    Direct integration of the TRI-C1 AC Triac RF+Push Dimmer with the ESP32 faced a 

major limitation: the Tuya library is incompatible with the ESP32’s C++ ecosystem. 

Although official Tuya APIs exist for Python (tinytuya or tuya-iot- api-python-sdk), no 

stable versions are available for microcontrollers like ESP32. Attempts to port Python logic 

to C++ failed due to: 

 Structural differences between Python (object oriented, dynamic memory management) 

and C++ (low level, manual memory management). 

 Complexity of Tuya’s proprietary protocols (e.g., encryption, HMAC- SHA256), which 

are difficult to reimplement on ESP32. 

Selected Solution: A Flask server was deployed as a software intermediary, utilizing the 

Tuya Python API on the server side while the ESP32 focused on data collection. This hybrid 

approach bypasses hardware limitations while preserving overall functionality. 
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Table 3.2: Direct and Server approaches comparison 

 

Approach Direct (ESP32 ↔ Tuya) With Flask 

Code Complexity High (C++ not supported) Low (ESP32) +Moderate 

(Flask) 

Security Risk of key exposure Keys confined to the server 

Scalability Limited Multi-ESP32 and multi-cloud 

support 

 

3.3.2 Tuya API Architecture 

 
    Why Tuya API is Essential: The TRI-C1 AC Triac RF+Push Dimmer operates 

exclusively via the Tuya cloud platform. Direct local control is not feasible without 

significant reverse- engineering (e.g., flashing custom firmware like Tasmota). The Flask 

server acts as a critical intermediary to: 

 Translate local ESP32 requests into Tuya-compatible API calls. 

 Handle Tuya’s authentication and encryption (e.g., HMAC-SHA512). 

 Manage the device’s sessions via API tokens. 

 

 

3.3.3 Implementation with Tuya Python SDK 

1. Authentication Flow: The Flask server uses the tuya-api-python-sdk to: 

 Initialize API connection: 

 
from tuya_api import TuyaAPIClient 

client = TuyaAPIClient( 

endpoint="https://openapi.tuya.com/v2.0/", access_id="YOUR_CLIENT_ID", 

access_key="YOUR_CLIENT_SECRET" 

) 

client.connect() 



CHAPTER 3. SYSTEM DESIGN 

47 

 

 

 

 Refresh tokens periodically: 

 
if client.expires_at - time.time() < 3600: 

client.refresh_token() 

2. Device Control: 

 
def control_tuya_dimmer(device_id, brightness_level): 

command = { 

"commands": [ 

{ 

"code": "bright_value_v2", 

"value": brightness_level 

} 

] 

} 

response = client.post(f"/v2.0/cloud/thing/{device_id}/ command", comma 

if response["success"]: 

return True 

elif response["code"] == 1004: 

raise DeviceOfflineError() 

else: 

raise TuyaAPIError(response["msg"]) 

 

3. Security Measures: 

 HTTPS/TLS for all API requests. 

 HMAC-SHA256 signatures generated by the SDK. 

 API keys stored in environment variables. 
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3.3.4 Testing with Postman 

 
1. Purpose and Goals: Postman was instrumental in validating API endpoints, simulating 

ESP32 requests, and debugging Tuya integration. 

2. Methodology: 

 API Collection: Created a Postman collection with endpoints for authentication, 

device control, and status checks. 

POST /api/sensors 

Content-Type: application/json 

{ 

"motion": 1, 

"ambient_light": 500 

} 

 Automated Testing: JavaScript tests in Postman verified response times and data integrity. 

 
pm .test("Response time < 500ms", () => { 

pm.expect(pm.response.responseTime).to.be.below(500); 

}); 

 

Typicaltests performed: 

Table 3.3: Tests performed 
 

 

Endpoint Payload Tested Case 

POST /api/sensors {"motion":1, 
"ambient_light":200} 

Night Detection → 
Brightness 100% 

POST /api/sensors {"motion":0, 

"ambient_light":4000} 

No movement → 

Brightness 0% 

GET /tuya/status - Connectivity check 
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3. Outcomes: 

• Identified and fixed JSON payload errors before ESP32 integration. 

• Improved error handling for Tuya-specific error codes. 

• Reduced integration time by 30% 

 

3.3.5 3.3.5 Advantages of Flask Server 

 
 Compatibility with Tuya: Leverages Python’s Tuya SDK, avoiding the need to 

implement proprietary protocols in C++. 

 Security: API keys are kept server-side, reducing exposure risks. 

 Scalability: Easily extends to support multiple ESP32 devices or additional Tuya devices. 

 Debugging: Provides logging and monitoring capabilities. 

 

 

3.3.6 3.3.6 Limitations and Mitigations 

Table 3.4: Limitations and solutions 

 

Limitations Solutions 

Internet Dependency Local Cash + Degraded Mode 

on ESP32 

Variable Latency Optimizing Asynchronous 
Requests 

TUYA API Limitations Quota Monitoring + Queue 

 

3.4 Identified Technical Limitations 

 
3.4.1 Sensor Constraints 

 
a. PIR Sensor: 

 

 Detection range: 7 meters, 110◦ angle. 

 Blind spots in complex environments. 

 Low sensitivityto slow movements (0.5 m/s). 
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b. LM393 Sensor: 

 Non-linear response (±15%) 

 Susceptible to IR interference (e.g., sunlight, heaters). 

 

 

3.4.2 Network Latency: 

Table 3.5: Steps latency 

 

Steps Average latency 

ESP → Flask server 120 ms. 

Flask server → TUYA cloud 700 ms. 

TUYA cloud → Dimmer 300 ms. 

Total 1120 ms. 

 

Causes: 

 Network congestion on 2.4 GHz Wi-Fi. 

 Tuya API processing overhead. 

 Residentialrouter limitations. 

 

3.4.3 Additional Limitations 

 
 Power Consumption: ESP32 + sensors consume 100 mA in active mode, limiting 

battery life. 

 Tuya Compatibility: Some Tuya devices ( 20ù ) fail to respond consistently to API 

com- mands. 

 ESP32 Stability: Risk of crashes after prolonged operation (< 48 hours) dueto 

memory leaks. 
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3.5 Proposed and Implemented Solutions 

 
3.5.1 Enhancing Sensor Performance 

 
a. Sensor Network Expansion: 

 Deploy additional ESP32 nodes using ESP-NOW for peer-to-peer communication. 

 Create a mesh network covering up to 100 m2. 

b. Sensor Fusion: 

 

 Combine PIR with RCWL-0516 radar for 360◦ coverage. 

 Implement a voting algorithm for reliable detection. 
 

 

3.5.2 Reducing latency 

 
Hardware Improvements: 

 Upgrade to 5 GHz Wi-Fi for reduced interference. 

 

 Deploy a local MQTT broker (e.g., Mosquito): ESP32 → [MQTT Broker] → [Flask] → 
[Tuya] 

 Latency: 30 ms 

Software Optimizations: 

 

1. Cache Tuya API signatures: 

 
from cachetools import TTLCache 

signature_cache = TTLCache(maxsize=100,ttl=300) 

2. Compress ESP32 payloads: 

// Use Protocol Buffers instead of JSON 

proto::SensorData data; 

data.set_motion(motionState); 

// 60% size reduction 
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3.6 Solutions for Other Challenges 

 

3.6.1 Results of Improvements 

 

a. Key Innovations: 

 ESP-NOW/MQTT Hybrid: Optimized for noisy RF environments. 

 PIR Compensation Algorithm: 

 
return base_sensitivity * (1 + 0.02 * (25 - temp)) 

 

 Offline Fallback: IR-based dimmer control when cloud 

is unavailable. 

 

b. Future Directions: 

 LoRaWAN: Extend range to 5 km for ruralapplications. 

 Edge AI: Use TensorFlow Lite for advanced detection. 

 Solar Power: Integrate 5 V/100 mA solar cells. 

 

 

3.6.2 Summary 

 

    The solutions reduced latencyby63%, extended coverage, and enabled battery- powered IoT 

applications. Field tests confirm an MTBF  10, 000 hours in harsh conditions (10◦C to 

+55◦C). 
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General Conclusion 

 
    This memoir demonstrated the viability of a smart lighting system combining technical 

innovation and pragmatism, turning hardware constraints (Tuya library incompatibility with 

ESP32) into opportunities through a hybrid cloud/local architecture centered on a Flask 

server. The latter played a pivotal role in securing communications, reducing latency by 

63 % via MQTT optimization, and enabling autonomous control without Internet via local 

hotspots. The developed solutions sensor range extension via ESP-NOW networks, 

adaptive brightness algorithm, and enhanced electrical protections (galvanic isolation, surge 

protectors) resulted in a robust system (MTBF 10, 000 hours) and eco responsible, 

reducing energy consumption by 60% while achieving 98% detection accuracy. Despite 

residual cloud dependency, the opened avenues (migration to ESPhome, Matter/Thread 

integration, TinyML) lay the foundation for a frugal, interoperable IoT with positive 

societal impact, where embedded engineering balances technical performance and 

sustainability for future smart cities. 
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Figure A.1: ESP32 CH340C programmer schematic for Espressif ESP32 
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Figure A.2: RCWL-0516 Schematic 
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Figure A.3: LDR LM393 pins 
 

 

Figure A.4: TRI-C1AC Triac RF+Push Dimmer installation 
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Figure A.5: ESP32 and Sensors wiring 
 

 

Figure A.6: TRIAC wiring 
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