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Abstract

Abstract

Li-Fi technology presents a revolutionary approach to wireless communication by uti-
lizing visible light instead of radio frequencies. This research investigates the theoretical
foundations, implementation, and challenges of Li-Fi, emphasizing its potential as an
efficient, secure, and high-speed alternative to conventional wireless technologies. The
study involves designing and testing an audio transmission system based on Li-Fi, where
an analog signal is modulated and transmitted via LEDs, then received and processed by
a photodiode-based receiver. Key aspects explored include modulation techniques, signal
processing, integration with IoT, security measures, and future trends in Li-Fi networks.
Findings demonstrate the viability of Li-Fi for applications in healthcare, Industry 4.0,
and smart environments while highlighting challenges related to range, interference, and
adoption.

Keywords: Li-Fi, wireless communication, visible light, optical wireless, LED modulation,
photodiode receiver, IoT integration, data security, signal processing, Industry 4.0, smart
environments, electromagnetic interference.

Résume

La technologie Li-Fi offre une approche révolutionnaire de la communication sans fil
en exploitant la lumiere visible plut6t que les fréquences radio. Cette recherche étudie
les bases théoriques, la mise en ceuvre et les défis du Li-Fi, en mettant en avant son
potentiel comme alternative efficace, sécurisée et a haute vitesse aux technologies sans fil
conventionnelles. L'étude comprend la conception et le test d'un systéme de transmission
audio basé sur le Li-Fi, ou un signal analogique est modulé et transmis via des LED,
puis recu et traité par un récepteur a photodiode. Les aspects clés explorés incluent les
techniques de modulation, le traitement du signal, I'intégration avec I'loT, les mesures de
sécurité et les tendances futures des réseaux Li-Fi. Les résultats démontrent la faisabilité
du Li-Fi pour des applications dans les domaines de la santé, de I'industrie 4.0 et des
environnements intelligents, tout en mettant en évidence les défis liés a la portée, aux
intex interfér I’adoption.

Mots-clés : Li-Fi, communication sans fil, lumiere visible, communication optique,
modulation LED, récepteur photodiode, intégration IoT, sécurité des données, traitement
du signal, Industrie 4.0, environnements intelligents, interférences électromagnétiques.
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General Introduction

Generallntroduction

Commonpeople’sinterestinwiredandwirelesscommunicationisgrowingasaresult
ofrecenttechnologicaladvancementsandtheproliferationofsmartphones,laptops,and
othersmartgadgets. Themajorityofindividualsusenetworkstoconnectforsocialactivities,education
,communication,interaction,dataexchange,andknowledgeupgrades.
Asaresult,individualswanttosenddataquicklyandeffectivelywhileconsuminglittle money and
bandwidth.

Themostadaptable,capable,andefficienttechnologyis WirelessFidelity(Wi-Fi),
whichusesradiofrequency(RF)andmicrowavefrequenciestotransmitdataquicklyand
wirelessly.Line-of-Sight(LoS)communicationathighfrequenciesandbroadcoverageat
lowfrequenciesarebothmadepossiblebyhigh-sensitivityreceivers.However, Wi-Fiis
facingmanychallengesandissuesintermsofcapacity,efficiency, availability, andsecurity
becausethereisagrowingdemandforwirelesscommunications.

Wi-Fi,whichusesradiowavestolinkourgadgets,haslongbeenthefoundationof
wirelesscommunication.However,Li-Fihasemergedasanewsolutionasthedemandfor
fasterandmorereliableconnectionsincreases.Li-Fiushersinaneweraoffastwireless
communicationbyusinglightratherthanradiowaves.

Harald Haas introduced the innovative Li-Fi (Light Fidelity) method for sending
datatosmartphonesvialight-emittingdeviceslikelamps, televisions, trafficsignals, and
commercialadboxes.LightEmittingDiode(LED)bulbsandopticalwirelesscommunication(OWC)
areusedinthismethodtotransmitdataathighspeedsthatareinvisible to the human eye.

Numerouscompaniesandindustriesarenowencouragingresearchteamstodevelop Li-
Fitechnology,whichoperatesindependentlyoftheelectromagneticspectrum.These
researchershavebeenconductingexperimentstodeliverfasteropticalwirelesstechnology that

overcomes the limitations and disadvantages of RF-based wireless systems.The original
research aimed to create electromagnetic-field-free, safe environments in wireless networks and
enable high-speed connectivity.

Due to several technological advancements and cost reductions, the Li-Fi industry is
expectedtogrowrapidly.Usingadvancedmodulationtechniquesandmultipleconcurrent
datastreamswithLEDIlightsources, researchersfromtheUniversitiesofOxfordand
EdinburghhavedemonstratedLi-Fitransmissionspeedsreachingupto224Gbit/sinlab
settings. Thisbreakthroughisparticularlysignificantforindustriesrequiringrapiddata transfer, such
as cloud computing and financial services.

The FSO & VLC / Li-Fi market was valued at USD 2.78 billion in 2024 and is projected
to reach USD 7.39 billion by 2029, registering a CAGR of 21.6% during the forecast period.
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In this project, we studied and applied Li-Fi technology by designing an audio trans-
missionsystemusinglightfidelity. AnanalogaudiosignalgeneratedbyaPCistransmit- tedthroughalL i-
FitransmitterandreceivedbyaspeakerequippedwithaLi-Fireceiver. This setup demonstrates the
practical use of visible light waves for fast, wireless, and interference-free audio transmission
between electronic devices.

ChapterOneprovidesacomprehensivefoundationforunderstandingLi-Fitechnology
byfirstexploringitsrootsinwirelesscommunicationandVisibleLightCommunication
(VLC),andconcludeswiththeresearchobjectivesandanoverviewoftheprojectapplication.

Chapter Two focuses on the theoretical foundations of Li-Fi and optical wireless
communication.It begins by examining the electromagnetic spectrum and the use of
lightasacommunicationmedium.Itfurtherexploresvariousmodulationtechniques,

multipleaccessmethodsusedinLi-Finetworks,andapproachestodataencodingand signal
processing.

ChapterThreedetailsthedesign,implementation,andevaluationofthefirstLi-Fi
application,coveringhardwarecomponents,systemprocessing,andperformancecom-
paredtotraditionalcommunicationmethods.

ChapterFoursummarizesthemainfindingsoftheproject,highlightspossibleimprovementstot
hedevelopedapplications,andoutlinesfutureresearchdirectionstoadvance Li-Fi technology.
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UnderstandingofLi-FiTechnology

1.1 Introduction

Whether it is the point about hiding personal data of a company or whether using internet
underwateroraccessingdatawithoutanyinterference, Wi-Fifailsinalldepartments. Li-
finotonlyresolvestheseproblemsbutalso,itsusageisefficientandcheap. Almost everyone uses Wi-
Fi so often.But this wireless technology has a drawback that they use radio waves to
communicate.The problem associated with these radio waves is,
theytransmitdataslowlyandthesignalisoftenblockedbyequipmentassimpleasthe
microwaveorrefrigeratorinourkitchen. Accessingdatafromoneplacetoanotherisone
ofthemostbasicactivitiesofourlivesnowadays.So,withthesetypesofcomplexwaves Sometimes
transfer of data is difficult.

Nowadays,thenetworkwhichweuse,facestheproblemsofaccessspeedwhenconnectedtomultipl
edevices. Itcreatesausualproblemwhenconnectedtomultipleusers,
thefixedbandwidthwhichisavailablefortheparticularusermakesitmoredifficultto enjoy high data
transfer rates and connect to a secure network.As the multiple users
increasesitcreatessomegapsbetweentheconnectionsthroughwhichitiseasierforthe
hackerstogetthroughtheconnections.’Li-Fi’or‘Light-Fidelity’whichusesspecial LED  bulbs for
accessing or transferring data.

1.2 IntroductiontoWirelessCommunication

1.2.1 wirelesscommunication

[tisthetransferofinformation(telecommunication)betweentwoormorepointswith-

outtheuseofanelectricalconductor,opticalfiberorothercontinuousguidedmedium for the
transfer.

communication has revolutionized the way humans interact, connect, and share
infomations.Fromtheearlydaysofradiowavesinthelate 1 9thcenturytothesophisticated 5G

networks of today, wireless technologies have become an integral part of modern life.The
journey began with Guglielmo Marconi’s ground-breaking experiments in wire-
lesstelegraphyinthe1890s,whichlaidthefoundationforwirelesscommunicationaswe
knowit.Overthedecades,advancementssuchasAM/FMradio, televisionbroadcasting,
satellitecommunication,cellularnetworks, Wi-Fi,Bluetooth,andloThavetransformed industries,
economies, and societies.

,wirelesscommunicationsystemsareubiquitous,supportingbillionsofconnected devices
worldwide.These systems enable everything from voice «calls and video streaming
toautonomousvehiclesandsmartcities. However,theexponentialgrowthindemand
forhigherdatarates,lowerlatency,andgreaterreliabilityposessignificantchallengesfor traditional de-
sign methodologies.As we look toward the future, emerging paradigms like 6G,ultra-
massiveMIMO(MultipleInputMultipleOutput),terahertzcommunications, and intelligent
reflecting surfaces promise unprecedented capabilities—but also introduce new complexities that
require innovative solutions.

1.2.2 ImportanceofWirelesscommunication

Wireless communication plays a key role in modern networks and provides flexibility and
mobilitywithouttheconstraintsofphysicalcables,whichallowsuserstocommunicate with each
other and access resources and applications from virtually anywhere.
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becauseithasbecomeacornerstoneofmoderntechnology:

« MobilityWirelesssystemsenableuserstocommunicateandaccessinformationfrom virtually
anywhere, untethered by cables or physical infrastructure [2].

e Convenience Eliminating the need for wired connections simplifies setup and
maintenance,makingiteasiertodeploycommunicationsystemsinhomes,offices,and  public
spaces [2].

e Speed&Stability Wirelesscommunicationalsobroughtaboutimprovementsinthe
speedandstabilityofcommunications.

e FlexibilityWirelesscommunicationssystemsofferagreatdealofflexibilitywhen it comes to
where it can be installed.You can install wireless systems almost
anywhereunlikewiresystemswhichdependonthestructureofthebuildingaswell as its location

[2].

 Scalability Wireless networks can be easily expanded, whether by adding more devices
or extending coverage, withoutthe constraints of physical wiring [2].

e Cost-Effectiveness Reducing the reliance on wired infrastructure lowers installation
andmaintenancecosts,especiallyinlarge-scaledeployments[2].

e Enhanced Connectivity Wireless technologies enable seamless communication be-
tweendevices,drivinginnovationslikesmarthomes,autonomousvehicles,andthe Internet of
Things (IoT).

e EmergencyCommunicationandResiliencelnemergencysituationsanddisaster
recoverysituationswhereconventionalcableinfra-structuremaybeunavailableor damaged,
wireless communication technologies are essential [3].

1.3 VisibleLightCommunication(VLC)

1.3.1 WhatisVLC?

The term "visible light communication" refers to a form of communication where in-
formationistransmittedbymodulatinglightwaveswithwavelengthsbetween380and 750 nm.
Generallyspeaking, visible lightcommunicationrefers to anysystem thatuses a light
thatisvisibletothehumaneyetocommunicateinformation.However,thegoalofthis
kindofcommunicationistotransmitinformationinawaythatisinvisibletothehuman
eye,leavingjustthenormalilluminationofthesurroundingsvisibleandunaltered.Other names  for
related technologies have been developed over time, including Li-Fi (Light Fidelity) and OWC
(Optical Wireless Communication).
Keepinmindthatfromtheearlynineteenthcentury,numerousworkshaveexamined radio
waves.Numerous discoveries regarding the characteristics of this kind of wave have
resultedfromthis,introducingnewtechnologytopeople’sdailylivesworldwide,ranging
frommedicinalusestomilitaryresources.Researchadvancementshavesignificantly increased radio
communications’ efficiency.Compared to the electromagnetic spectrum’s
radiofrequencyspectrum,visiblelightiscurrentlyunderstudiedasacommunication
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Figurel.l:ElectromagneticSpectrum.

medium, despite only garnering interest from industry and academic organizations in the last ten
years [4].

TheelectromagneticspectrumisdepictedinFigurel.2,rangingfromlowfrequencies,whichareh
ometoradiowaves,tohigherfrequencies,whicharehometogamma radiation.The visible spectrum
of light spans from 380 mnm to 750 nm, as we  already
mentioned. Anyformofvisiblelightcommunicationcanbedefinedasanyinformation ~ that s
transmitted by altering the light waves in this range.It’s crucial to note that
radiowaves,whichencompassWi-Fitechnology,havefrequenciesbetween3KHzand
300GHz.Conversely,thewholeradiofrequencyspectrumis 10,000timessmallerthan
thevisiblelightfrequencies,whichrangefrom430THzto770THz[4].

It is important to note that the deployment of VLC systems is directly related to
thequickandgrowingglobalconsumptionofLEDsandtheapproachingrealizationof the smart
lighting paradigm, making it a very promising technology.It is likely that
theindustryhasrespondedfavorablytotheseadvancementsinlightingtechnology.The
PhilipsHUEisanLEDlightbulb,forinstance,thatcanbecontrolledbyasmartphone
tocreateenvironmentsforparticularuses,likestudyingorworking. Thus, itisprobable
thatL EDlightbulbswillservetwodistinctpurposesinthefuture: communicationand illumination.

1.3.2 VLCandadditionalterms

Thevarioustechnologiesthatuselightasacommunicationmediumarereferredtobya
varietyofnames. Amongthemostcommonnamesare:

e WirelessCommunicationsviaOptical(OWC):Opticalwirelesscommunicationrefers
toanyformofdatatransferwhereanopticalmediumisutilized. Toputitanother way, all forms
of visible light, ultraviolet, and infrared can be utilized for communication [4,6].

e Free-SpaceOptical Communication: Thistermhasbeencommonlyusedforlarge-
scaletransmissions,likecommunicationsbetweensatellitesandtowersonEarth,
eventhoughitsharesaprinciplewithOWC|[4].Datatransferacrossabarrier-free
medium,suchastheair,atmosphere,andspace,isknownas" freespacecommunication."
Applications utilizing this nomenclature are typically highly sophisticated,
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addressinghigh-pricedequipmentandatmosphericturbulences[4].

e VisibleLightCommunication(VLC):Inrecentyears,wirelessopticalcommunicationhasgrow
nsignificantlyinpopularity. Becausethevisiblelightspectrumhas
somuchintellectualandeconomicpromise,investigationsinthisfieldarebecomingmoreandm
oreprevalent.Allofthevisiblelightspectrum’swavelengths, or waves with frequencies
between 430 and 790 THz, are included in visible light communication[4,7].

« LightFidelity(Li-Fi):Aswaspreviouslymentioned,thetermLi-Fiwasfirstusedin
2011ataTEDTalkinwhichProfessorHaraldHaasprovidedahands-onexample
ofthetechnology’scapabilities.Li-FimightbeconsideredaVLC.Nonetheless,the
term’soriginatorhighlightedtheprimarydistinctionsbetweenVLCandLi-Fiina
2015article. Thetwo-waymulti-userconnectionandfastspeedthatarefeatures oftheLi-
Ficonceptstandoutamongthedistinctionsbetweenthetwotechnologies [4].

1.3.3 BasicOfVLC

The visible light communication method is one of the concepts proposed for wireless
opticalcommunicationinrecentyears. Thelightsignalsthatarevisibletothehuman
eyefallwithintheelectromagneticspectrum’swavelengthrangeof380—780nm.

With LEDs, the most popular lighting technology these days, it is possible to accomplish
both illumination and data transfer at the same time.In this manner, data transfer and interior
lighting of a room can be accomplished without the need for an extra communication
device.Visual Light Communication is the name given to this technique.

Figure 1.2shows thebasicsetup ofaVLC communicationsystem.

-~

LEDs

Vol PO e

8
DE B &

Handhald com Laptop computer Desktop Call phane

Figurel.2:EnterCaption

AsseeninFigurel .3, thetransmitter(LEDs),receivers(photodetectors),datamodulation to optics,
and optical communication channel are essential components of a VLC system.
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Figurel.3:Blockdiagramofa VL Carchitecture.

I. Transmitter

Forillumination,avarietyoflightsourcesareavailable. Butamongthese,LaserDiodes
(LD)andLEDsarethemostwidelyused,particularlyforopticaldatatransmission.It is outside the
purview of this study to examine LDs because its goal is VLC, or the
ideaofpreservingilluminationanddatatransferatthesametime. ~ Asaresult,weshall exclusively
discuss LEDs.An LD and an LED vary primarily in that the former is a
coherentlightsourcewhilethelatterisanincoherentone.Inotherwords,photonswith
varyingphasesarespontaneouslyreleasedintheLEDstructure. ButwithLDs,aphoton triggers
another photon that emits a phase that is associated with the first one; this
processisknownascoherentradiation.

I1. Receiver

ThereceivercomponentofanVLCsystem,knownasaphotodetector,collectsphotons that strike its
front-end surface and, in turn, produces an electrical signal.There are
differentmethodsforconvertingphotoniclighttoelectricalenergy. Forinstance,photon
absorptionproducesphotoelectricreactionsinvacuumphotodiodesorphotomultipliers, which lead to
the emergence of free electrons that are employed as carriers. Another method is that an electron
and hole pair are released when the photons fall into  the
junctionregionofasemiconductorphotodiode,likeporpindiodes. Then,inorderto
dissipatetheirextraenergy,theseliberatedcarriersgototheappropriateareas,suchas the conductance
and valance bands.

1.3.4 WhyVisibleLightCommunication?

Thefrequencyspectrumthatisavailabletousintheatmosphereconsistsofmanywave regions like X-
ray, gamma rays, U-V region, infrared region, visible light rays, radio waves, etc.Any one of
the above waves can be used in the upcoming communication
technologiesbutwhytheVisibleLightpartischosen? Thereasonbehindthisistheeasy availability and
lesser harmful effects that occur due to these rays of light VLC uses
thevisiblelightbetween400THz(780nm)and800THz(375nm)asmediumwhich are less dangerous
for high-power applications and also humans can easily perceive it and
protectthemselvesfromtheharmfuleffectswhereastheotherwaveregionshavefollowing
disadvantages[9]:

« Radiowavesareexpensive(duetospectrumcharges)andlesssecure(duetointerferenceandpossi
bleinterceptionetc.).
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e Gammaraysareharmfulbecauseitcouldbedangerousdealingwithit,byhuman
beingsduetotheirprovenadverseeffectsonhumanhealth.

e X-rayshavehealthissues,similartotheGammaRays.

« Ultravioletlightcanbeconsideredforcommunicationtechnologypurposesatplaces
withoutpeople,  otherwisetheycanalsobedangerousforthehumanbodywhen  exposed
continuously.

« Infrared,duetohighsafetyregulation,canonlybeusedwithlowpower.
HencetheVisiblelightportion(fromredtoblue)oftheelectromagneticspectrum does not cause
any harm to people as visible rays are safe to use.provide larger bandwidth and also have
a promising future in the communication field.

1.4 IntroductiontoLI-FITechnology

1.4.1 whatisli-fi?

Li-Fi, which stands for "Light Fidelity," is a technology that makes it possible to
communicateusinglight.Li-
Fi,whichwascreatedfollowingyearsofresearchanddevelopment,providescustomerswithafast,relia
ble,safe,andhealth-friendlyconnection.Li-Fi data transmission works by modulating a light beam
that is emitted by a transmitter
devicethatiswiredtothelnternetnetworkandsenttoareceiverdevicethatiseither attached to a
device or, soon, integrated into it [10].
UnlikeWi-Fi,whichusesradiofrequency,Li-Fitechnologycombineslightwavesanda
lightsourcewithachiptosendaninternetsignal. Li-Fiisabidirectionalwirelesssystem
thatemploysLEDorinfraredlighttotransportdata.Li-Fiisadatatransmissionsystem
thatsendsandtransportsinformationusingthevisiblelightspectrum. Thistechnology,
whichisbasedontheideaofemployingeachexistinglightbulbasasignaltransmitter
andreceiverusingLEDlights,hasadvancedindevelopmentandusethankstotheefforts of numerous
researchers and private enterprises [10].

1.4.2 AnOverviewofVLC & Li-Fi’s History

Theuseoflightforcommunicationdatesbacktoancientcivilizations,suchasthetorch- based system
developed by Polybius in Ancient Greece.In the 18th century, Charles
Chappe’sopticaltelegraphallowedsymbolicvisualcommunicationoverlongdistances across
France.Later, Alexander Graham Bell’s Photophone transmitted sound using
modulatedsunlight—aprecursortoopticalwirelesssystems.

Modern wireless optical communication began in the 1970s, achieving modest speeds, with
infrared systems reaching 50 Mbps by the 1990s.In the early 2000s, VLC
(VisibleLightCommunication)gainedmomentumwhenresearchers,notablyTanakaetal.,
demonstrated400Mbpsdatatransferusingwhite LEDs.

Li-Fi(LightFidelity)wasintroducedin201 1byProf.HaraldHaasatTEDGlobaland
wasstandardizedbyl EEEinthesameyear.HaaslaterfoundedpureLiFiin2012,which launched
innovations like Li-Flame (2014) and Li-Fi-X (2015).Today, major players
includingNASA ,Disney,andPhilipsareinvestinginVLCandLi-Fi,signalingitsgrowing
commercialandacademicimportance.
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1.4.3 Li-Fisystemarchitecture

DataTransmitter:

Encoding data into light for transmission is achieved by varying the light intensity of the LED,
which causes the LED to flicker ON and OFF at a very high speed.These
flickersrepresentthedatabeingtransmitted. WhentheLEDisswitchedON, itlogically
representsthetransmissionofa®l,” andwhenitisswitchedOFF,ittransmitsa“0.”A
combinationoflsandOsgeneratesdifferentdatastrings.However,theflickeringspeed
issohighthattheLEDappearstobeconstanttothechumaneye,causingnoharmtoit.

DataReceiver:

Datareceptionisthefunctionofthedongle,ormorespecifically,thePDwithin. APD
detectsthelightsourceandconvertsthechangesinitsintensityintoanelectricalsignal.
WhentheLEDflickersON,thePDregistersabinary1;otherwise,itregistersabinary
0.Then,thereceiveddataisamplified,processed,andforwardedtotheuser.

Audio

Signal | 1
1

LED

Amplifier

Amplifier

Transmittter Section

Receiver Section

Figurel.4:BlockDiagramofLi-Fisystem.

1.4.4 Li-Fiarchitecture

Li-Ficonsistsof3stagesi.e.,applicationlayer, MAClayer,andPhysicalLayer.IEEE
802.15.7definesonlytwostandardsi.e.,PHYandMAClayer.

Applicationlayer

Theapplicationlayerisconstrainedlydefinedundertheopensystemsinterconnection
(OSDmodel.Specifically,theapplicationlayerisjusttheinterfaceforinteractingwith host-
basedanduser-facingprograms,accordingtotheOSImodel.InLi-Fitechnology,
theapplicationlayerdefinestheprotocolsandservices,suchasrelaysystemsandvarious algorithms for
routing as required by Li-Fi devices using the application layer in communication, providingnet-
workconfiguration, networkmanipulation, andmessagerouting [15].
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MAClayer

TheMA Clayercontrolsthehardwareresponsibleforinterfacingwiththeopticalwireless
transmissionmedium.TheM A Clayerofferscrucialfunctionssuchassynchronization,
channelaccess,andaddressingforLi-Fidevices. Threetopologiesofanetworkthatare

definedintheM AClayerarepeer-to-peer,star,andbroadcast.Inpeer-to-peertopology,
6ProceedingsofEngineeringand Technologylnnovation,vol.27,2024,pp.01-17itis
communicatedbe-tweentwodeviceswhereoneofthemworksasacoordinator.Instar
topology,itiscommunicatedbetweenmultipledeviceswhereoneofthemworksasa coordinator and
an  infrastructure =~ of  illuminationIn  broadcast  topology, the  coordinator
whichisoneofthedevicesinthenetworktransmitsdatatomultipledevices[15].

Physicallayer

Thephysicallayer,alsoabbreviatedasthephysicallayer,isprocesseddatatransmission and
reception.The physical layer is responsible for deactivation, activation of optical
transceivers,and the detection of the state of a transmission channel,whether it is busy or
idlestate.IntheLi-Fisystem,thephysicallayerscanbeclassifiedintothreesubordinate  layers, 1i.e.,
physical 1, physical II, and physical III. Firstly, the physical I layer is wused
inoutdoorapplications, whichhasadataratefrom11.67t0267.6kilobitspersecond.
Secondly,thephysicallllayerisusedinindoorapplications,whichhasadataratefrom
1.25to96megabitspersecond.Finally,thephysicalllllayerisusedinmultipleoptical
transceiverapplications,whichhasadataratefrom12to96megabitspersecond[15].

Transmitter side Receiver side
| Application layer ”Application layer}
- * |
MAC layer MAC layer |
- t ,
Physical layer Physical layer |

I

-
|. Phy;ical laycr J

Physical medium

Figurel.5:ArchitectureoflayersinLi-Fitechnology[15].
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1.4.5 WorkingofLi-Fi
BasicConcept:

LightFidelity(Li-Fi)technologyisawirelesscommunicationsystembasedontheuseof
visiblelightbetweentheviolet(800THz)andred(400THz).Unlike Wi-Fiwhichusesthe
radiopartoftheelectromagneticspectrum,Li-Fiusestheopticalspectrumi.e.Visible light part of
the electromagnetic spectrum.The principle of Li-Fi is based on sending data by amplitude
modulation of the light source in a well-defined and standardized
way.LEDscanbeswitchedonandofffasterthanthehumaneyescandetectsincethe
operatingspeedofLEDsislessthan 1 microsecond. Thisinvisibleon-offactivityenables
datatransmissionusingbinarycodes.IftheLEDison,adigital ‘1 ’istransmittedandif
theLEDisoff,adigital‘0’istransmitted. Also,theseLEDscanbeswitchedonandoff
veryquicklywhichgivesusaveryniceopportunityfortransmittingdatathroughLED
lights,becausetherearenointerferinglightfrequencieslikethatoftheradiofrequencies in Wi-Fi.Li-Fi is
thought to be 80 percent more efficient, which means it can reach
speedsofuptol1 Gbpsandevenbeyond.Li-FidiffersfromfibreopticbecausethelLi-Fi
protocollayersaresuitableforwirelesscommunicationovershortdistances(upto10 meters) [12].

ThisputsLi-Fiinauniquepositionofextremelyfastwirelesscommunicationover short
distances.

How itWorks:

The working of Li-Fi is very simple.There is a light emitter on one end i.e., an LED
transmitter,andaphotodetector(lightsensor)ontheother. Thedatainputtothe LED
transmitterisencodedintothelight(technicallyreferredtoasVisibleLightCommunication)byvaryin
gtheflickeringrateatwhichtheLEDsflicker‘on’and‘off togenerate ~ differentstringsoflsand0s.
TheonoffactivityoftheLEDtransmitterwhichseemsto
beinvisible(TheLEDintensityismodulatedsorapidlythathumaneyecannotnotice,
sothelightoftheLEDappearsconstanttohumans),enablesdatatransmissioninlight
forminaccordancewiththeincomingbinarycodes:switchingONaLEDisalogical’1’, switching it
OFF is a logical ’0’.By varying the rate at which the LEDs flicker on and
off,informationcanbeencodedinthelighttodifferentcombinationsoflsand0Os.Ina
typicalsetup,thetransmitter(LED)isconnectedtothedatanetwork(Internetthrough
themodem)andthereceiver(photodetector/lightsensor)onthereceivingendreceives
thedataasalightsignalanddecodestheinformation,whichisthendisplayedonthe
deviceconnectedtothereceiver. Thereceiver(photodetector)registersabinary‘ 1 when
thetransmitter(LED)isONandabinary‘0’whenthetransmitter(LED)isOFF.Thus,

flashingthe LEDnumeroustimesorusinganarrayofLEDs(perhapsofafewdifferent
colors)willeventuallyprovidedataratesintherangeothundredsofMbps.TheLi-Fi
workingisexplainedinablockdiagram(Fig.1.6)[12,13].
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Figurel.6:BlockdiagramofLi-FiSubSystem.

1.5 ComparisonBetweenLi-FiandWi-Fi

VLCtechnology, whichisusedto providehigh-speedwirelesscommunication, isreferred to as Li-Fi.It
got its name from its resemblance to Wi-Fi, which is a good choice for
generalwirelesscoverageinbuildings,whereasLi-Fiisthebestchoiceforhigh-density ~ wire-less
data coverage.

UserscanaccessthelnternetwirelesslyviabothWi-FiandLi-Fi,andbothtechnologies employ the
electromagnetic spectrum to send data.High-speed wireless communicationcanbeachievedwithLi-
Fi, avisiblelightcommunicationtechnique. Thedistinction isthatLi-
Fitechnologyemployslightwavesfortransmission,whereasWi-Fitechnology uses radio
frequencies.While Li-Fi is perfect for high density wireless data coverage
insideasmallspaceorroomandisfreefrominterferenceproblems, Wi-Fiisgoodfor general wireless
coverage with-in buildings, campuses, or compounds [13].

Acomparisonofthedatadensityandtransferspeedofseveralwirelesstechnologies is displayed in
Table 1.1.
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Tablel.1:ComparisonbetweenLi-FiandWi-Fi [13].

Feature Li-Fi Wi-Fi
Full form Lightfidelity Wirelessfidelity
IEEEStandard 802.11bb 802.11b
Basedon Lightsignals(visiblelight Radiosignal waves (EM
“VL”) waves“RF”)
Operation Li-Fitransmitsdatausing Wi-Fitransmitsdatausing
lightwiththehelpofLED bulbs | radiowaveswiththehelpof a
Wi-Fi router
Interference Doesnothaveanyinterfer- Willhaveinterferenceissues
enceissueslikeradiofre- fromnearbyaccesspoints
quency waves (routers)
Technology Presents IrDA-compliant | WLAN
Devices 802.11a/b/g/n/ac/ad
standardcompliantdevices
Privacy InLi-Fi,lightisblockedby InWi-Fi,RFsignalscan-
thewallsandhencewillpro- notbeblockedbythewalls
videmoresecuredatatrans- fer andhenceneedstoemploy
techniquestoachievesecure data
transfer
Datatransferspeed Uptospeedsofupto224 Offersspeedsofupto9.6
Gbps Gbpsinmodernstandards
Frequency of opera- | Usesvisibleandinfrared Operatesinthe2.4GHz
Tion lightfrequencies and5GHzradiofrequency bands
Datadensity Worksinahighlydenseen- Worksinlessdenseenviron-
vironmentduetoitsoptical mentsduetointerference-
bandwidth related issues
Coveragedistance Limitedbylineofsightand About 32 m ( WLAN
oftennomorethan10m 802.11b/11g), varies based
on transmit power and
antenna type
Systemcomponents Usesanopticaltransmitter Requiresawirelessaccess
andareceiver point andmultiple compat- ible
devices
Latency Microseconds Milliseconds
Cost Less Expensive
MarketMaturity Low High
Ecologicallmpact Low High
Topology PointtoPoint PointtoMulti-point
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1.6 AdvantagesandChallengesofLi-Fi

1.6.1 AdvantagesofLi-Fi

 Fasterdatatransferspeedscomparedtotraditional Wi-Fi[ 13].
e MoresecurethanWi-Fi.

« Higherbandwidthcapabilities:Li-Fihasthepotentialtosolvetheproblemofradio frequency
bandwidth shortage.

e Noassociatedhealthrisks:LED-basedLi-Fidoesnotemitharmfulradiationand
isconsideredassafeastraditionallighting[17].

« Reducedpowerconsumptionandenvironmentalimpactduetotheuseofvisible light instead
of radio waves.

« Capacity:The most important feature of the Li-Fi technology is the ability to provide high
data rate [36].

« Betterreliabilityandstabilitywithlesssignalinterferencefromotherdevices.
» Moreefficientuseofavailablespectrumasitusesthevisiblelightspectrum.
e Improvedconnectivityinareaswhereradiofrequenciesarerestricted.

e Cost-effectiveduetotheavailabilityof LEDbulbsthatcanbeusedforbothlighting  and  data
transmission.

« Withthistechnology,everystreetlampwillserveasafreedataaccesspointglobally.
« Potentialfornewapplicationsinareassuchassmarthomes,healthcare,andtransportation.

« Nofading:Oneofthebiggestissuesforsignalsintheradiorangeisthechannel
fadingcausedbymultipathpropagation. Thereflectedsignalmaybeinanti-phase
withthetransmittedsignal,andthustheywillcanceleachotherandcausesignal fading [36].

1.6.2 ChallengesofLi-Fi

Li-Fitechnologyprovidesnumerousbenefits,includinghigh-speeddatatransmission, access to an
unlicensed spectrum, and improved security.Despite these advantages,
certainlimitationsimpactitsreal-worldimplementation. Thefollowingisasummaryof
thesechallengesalongwithpotentialsolutionstomitigatethem.

e Line-of-Sight(LOS)Limitation:Li-Fitypicallyrequiresadirectline-of-sight
betweenthetransmitter(LED)andreceiver(photodiode). Anyobstructionsuch
aswalls,furniture,orpeoplecaninterruptthesignal.

< AmbientLightInterferenceLimitation:Externallightsources,suchassun-
lightandfluorescentlighting,canintroducenoiseandinterferewithLi-Fisignals, leading to
data loss or degradation.
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e LimitedUplinkCapabilityLimitation:MostLi-Fisetupsprioritizedownlink
datatransmissiontousersbutofferlimitedornofunctionalityforuplinkcommunication.

e Signal Penetration Limitation:Li-Fi signals cannot pass through walls or
opaqueobjects,makingthemunsuitableformulti-roomconnectivitywithoutadditional
infrastructure.

- LED Bandwidth Limitation: StandardLEDshavelimitedswitchingspeeds,
whichrestrictsthemaximumachievabledatarateinLi-Fisystems.

e Visible light can’t penetrate through brick walls as radio waves do and is easily
blockedbysomeonesimplywalkinginfrontoftheLEDsource[19].

e PublicAwarenessandAcceptance: TheadoptionofLi-Fiinsmartcitiesde-
pendsontheawarenessandacceptanceofthetechnologybythepublicandbusinesses.Beingar
elativelynewtechnology,theremaybeconcernsaboutitssafety, reliability, and privacy
implications [20].

e Range and Coverage: ThelimitedrangeofLi-Fisignalsposesachallengefor its integration
into smart cities.Unlike Wi-Fi, which can transmit signals over longer distances, Li-Fi’s
range is typically limited to the area illuminated by the light source [20].

« Internetaccessdependsonthelightsource—ifitmalfunctions, connectivityislost.

e ThetypeofLEDused(LaserLED,LargerLED,orSmallerLED)directlyimpacts the internet
speed.

e Implementation requires reinvestment in lighting and wiring to install suitable LEDs.

1.7 MIMOIinVLC

In wireless optical communication systems, multiple input and multiple output (MIMO) is a
workable way to reach large data speeds.Nonetheless, there is a fair correlation
betweenthewirelessopticalchannels,whichiscoveredinthesectionof"' Indoorwireless
opticalchannelmodel." Animaging MIMOsystemallowsonepieceoflensinfrontof
thePDtoseparatemultipleLEDsignalstoachievelightspatialdiversityevenwhenthe
RXsmovetodifferentpositionsortilt,whereasanon-imagingopticalMIMOsystemis
inconsistentanddependentonthesymmetryofthereceivers.[60,61].Thelightbeams
of LEDswithcomparableanglesofincidencepresentchallengesfortheseparationof
severalsignalsthatareprojectedonthereceivers’plane. Thiscallsforalargenumberof
PDstosupplySpatialvariationiscrucialforinterchannelinterference(ICI)cancellation in real-world
systems.In order to lessen system complexity and mitigate ICI, optical spatial modulation
(OSM) has been created.

incorporates information bits in the spatial domain to combine MIMO and digital
modulationtechniques.[21].Usingthemaximumprobabilityapproach,theOSMsignal
canbeapproximatedatthereceivertodeterminewhichTheLEDistransmitting. OSM’s
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featuresallowforeasiercancellationoftheIClandeliminatetherequirementforsynchronizationbetw
eentransmittingL EDs,whichreducessystemcomplexityascompared to opticalMIMO. OSM is
dependenton the transmitter andreceiver geometrypositions, just like optical MIMO.

If differing transmit powers are distributed among LEDs, asymmetrical channel conditions
result.[22].

1.8 ResearchObjectivesandProblem

1.8.1 ResearchObjectives

This research aims to design and evaluate a high-speed PC-to-Speaker communication system
basedonLi-Fitechnology,whileexploringitsbroaderapplicationsasatransformative
wirelessmedium.

Keyobjectivesinclude:

ExperimentalSetupandPerformanceEvaluation:Developasystemwhereananalogsinewave
fromonePCistransmittedviaalLi-Fi transmitter and received at a speaker. The performance will be
assessed over focusing onsignalintegrity,distortions,andfidelity.

Analysis of Li-Fi’s Advantages and Limitations:Examine Li-Fi’s benefits, such as
highdatarates,security,anditsunlicensedspectrum,whileidentifyingchallengeslike line-of-
sightde-pendency,rangelimitations,andenvironmentalinterference.

Security and Data Protection in Optical Wireless Networks:Propose encryption
methodsanddataprotectionstrategiestailoredtoopticalwirelesscommunications,aimingto secure
data integrity in Li-Fi deployments.

Contributionsto WirelessCommunicationStandards:Offerrecommendationsforindustrystandar
dstosupportLi-FiadoptionasanalternativetotraditionalR Fnetworks, particularly in RF-congested
or interference-sensitive environments.

ExploringLi-Fi’sBroaderApplications:Investigatereal-worldapplications, suchas
smartlighting,securecommunicationsinsensitiveareas,andloTintegration,todemonstrate ~ Li-Fi’s
potential across industries.

1.8.2 Problemstatement

The problem is in the fact that modern organizations require high-speed and widely
availablecommunicationtechnologiesthatshouldalsobesecureandefficientintermsof
theusedresources). ThespeedofthelnternetcommunicatedwiththehelpofWi-Fiis
comparablylow,costsarehigh,andsecurityislimited.

Therefore,organizationsareinterestedinusinganewtechnologyinsteadofWi-Fi.
Still,inspiteofthefactthatLi-Fiisregardedasoneofthemostrecentandhigh-speed
communicationtechnologies,itsadvantagesincomparisontoWi-Fineedtobeexamined in detail.

Conventionalwirelesscommunicationsystemsrelyingonradiofrequency(RF)trans- mission are
increasingly ~ challenged  byspectrum  congestion, interference, and  security
limitations.Asemergingdemandspushtheenvelopeforhigh-speed,interference-free, and secure
data  transmission, Li-Fi  technology = which utilizes the vast, underutilized
visiblelightspectrumpresentsapromisingalternative. However,particularlyforreal-time audio
transmission between a PC and a speaker, remain underexplored.

This research addresses the gap by developing and evaluating a Li-Fi-based audio
transmissionsystem.ThesystememploysananalogaudiosignalgeneratedbyaPC,
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which is transmitted via optical components including a high-power LED, an LM386
amplifier,andasolarpanelorphotodiode-basedreceiver,andreconstructedasaudible
soundonaspeaker.Keychallengessuchassignaldistortion,non-linearityacrossvarying
transmissiondistances,andtheimpactofambientlightinterferencearesystematically
investigated.Bytacklingtheseissues,thestudyaimstodemonstratethetechnicalfeasibilityofLi-
Fiforreal-time,wirelessaudiotransmissionandlaythegroundworkforits broader adoption as a
secure, low-interference communication medium.

1.9 OverviewOfProjectApplication

TheprojectcentersonestablishinganaudiotransmissionsystemusingLi-Fi“avisible
lightcommunication(VLC)technology” toshowcasethefeasibilityandperformanceof
opticalwirelesssignaltransmission. Thesystembeginswiththegenerationofananalog
audiosignalfromaPC,suchasmusicorvoice. ThissignalisfedintoaLi-Fitransmitter
circuit,wheretheLM386low-poweraudioamplifierplaysacrucialroleinboostingthe
signalamplitudetolevelssuitableforopticalmodulation.A fteramplification,thesignal ~ drivesahigh-
powerwhiteLED,whichconvertstheelectricalwaveformintoamodulated

lightbeam. Thisprocesseffectivelyencodestheaudioinformationintoopticalintensity variations.

On the receiving end, a solar panel or photodiode functions as the photodetector, capturing
the modulated light and converting it back into an electrical signal. This conversion is sensitive
to variations in light intensity, thereby reflecting the dynamic
changesoftheoriginalaudiowaveform.Therecoveredsignal(potentiallyaffectedby
transmissiondistanceandambientlight)isthenpassedthroughanotherLM386amplifier stage, which
conditions the signal for output.The resulting signal is fed to a speaker, producing the audible
output of the transmitted audio.

The experimental setup allows for the evaluation of performance parameters in a real-world
Li-Fi  audio system, including issues such as signal distortion, nonlinear
amplification,ambientlightinterference,andtransmissionrangelimitations. Theprojectnot only
validates the core principles of Li-Fi for secure, low-interference wireless audio trans-
mission,butalsohighlightspracticalchallengesinopticalsystemdesign.Bybridging theoretical
knowledge with hands-on circuit implementation, this research contributes to the broader
exploration of Li-Fi as a viable alternative to conventional RF-based
communication,particularlyinenvironmentswhereelectromagneticinterferencemustbe minimized.

1.10 Conclusion

Thischapterexploredthedevelopment,andimportanceofwirelesscommunication,emphasizingitscrit
icalroleincontemporaryconnection.Buildingonthisframework,we
lookedatvisiblelightcommunication(VLC)andhowitdiffersfromtraditionalradiofrequencytechnolo
gies. Wealsolookedatitsdefinition,historicalsignificance,andworking principles.

Li-Fi,aground-breakingapplicationofVisibleLightCommunication(VLC),enables high-
speed,secure,andinterference-freedatatransmissionusingvisiblelight. Within
thisframework,weexploredthedefinitionofLi-
Fi,itshistoricalevolution,thefundamentalprinciplesbehinditsoperation,andthekeycomponentsth
atmakeupali-Fi system.
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ThisreviewhighlightstherapidadvancementofLi-Fitechnologyanditsgrowing
significanceintoday’sdata-drivenworld.
Thechapteralsodiscussedourstudy’sprimarypurposesandobjectives,demonstratingpracticalapp

licationwhileenhancingtheoreticalunderstanding.Ourproposeddesign, whichisaLi-Fi-
basedaudiotransmissionsystemenablingthetransferofsound from a personal computer to a
speaker, serves as a representative example of such an

implementation.InadditiontohighlightingLi-Fi’spotentialforshort-range,wireless
audiocommunication,thissystemalsoestablishesabaselineforevaluatingitsreal-world
capabilities,particularlyintermsofsignalquality,stability,andenvironmentalsensitivity.
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2.1 Introduction

ThischapterdiscussesthebasicsofLi-Fiandopticalwirelesscommunications,howlight
canbeusedfordata,keycomponents(likeLEDs),aswellaswhatisuniquecomparedto Wi-
Fi.Itgoesfurtherintofuturisticintegrations,like Al-drivenoptimizationforspeed
andefticiency,hybridLi-Fi/Wi-Finetworksforamorefluidandstableconnection,and Li-Fi + IoT for
smarter homes

The focus is on security:we’ll discuss Li-Fi’s inherent benefits (light can’t pass
throughwalls,makingeavesdroppingmoredifficult)andwaystoprotectdata,suchas  light-based
encryption.

Lastly,thetechnologyisbroughttolifebypracticaluses,suchasspace-readynet- works,
underwatercommunication, andhospitalsutilizing Li-Fitosecurelystorepatient
data.ThechapterconcludeswithanoverviewofLi-Fi’spotentialcontributiontosmart ~ cities and
industries of the future, demonstrating that it is more than just a fad but rather the wireless
technology of the future.

2.2 Theoretical Foundations of Li-Fi and Optical Wire-less
Communication

2.2.1 ElectromagneticSpectrumandLightasCommunication Medium
Li-FiElectromagneticSpectrumandAvailableBandwidthoverview

Li-Fifunctionsinapartoftheelectromagneticspectrumknownasvisiblelight(380—750 nm).Li-Fi has
access to a large, uncontrolled spectrum with the possibility for larger data speeds, unlike RF
transmission, which is restricted by bandwidth.The available
bandwidthcanbeincreasedbyusingOW Cintheultravioletandinfraredspectrums.

ComparisonwithRadio-Frequency(RF)Communication

Feature Li-Fi(VisibleLightCom- RF(RadioFrequency)
munication)
Full Form VisibleLightCommunication Radio Frequency
Electromagnetic Notaffected Can be disrupted by EM
Interference sources
Power Consumption Low,energy-efficient High,less efficient
Bandwidth High Low
Security HighlysecureduetoLine-of- Lesssecure,signalspenetrate
Sight (LOS) walls
HealthRisks Noknownrisks Potentialrisksathightrans-
missionpower
Installation Simpleandeasy Mediumtocomplex,variesby
application(indoor/outdoor)
PowerAmplifier(PA) Notneeded Required
Required?

21



Theoretical Foundationsand CoreTechnologies ofLi-Fi

CoverageDistance Short-range Medium-range

Visibility Yes (light-based) No(radio waves)

Table2.1:comparisonbetweenLi-Fiand RF.

LiFioffershigherdataratesandbettersecurity,butRFcommunicationismore flexible in terms
of range and penetration.
Principal Benefits:

3kHz 300 MHz 300GHz A30THz 790 Hz 30 PHz
Radio Microwave IF Visible Light uv
L} | L}
105m im Tmm 750 nm 380nm 10Nnm

- »
- »

Wavelength

Figure2.1:FrequencyandWavelengthRangesoftheElectromagneticSpectrum.

e Greaterbandwidthincontrasttoradiofrequencytransmission.
« ltisperfectforsensitiveareasbecauseitdoesn’tinterferewithelectromagnetic signals.

 Securetransmissionbecausewallsdon’tletlightthrough.

PhysicalPropertiesofLightUsedinOWC:
e Wavelength:Establishesthehueofthelightthatistransmitted.
« Intensity:Affects datatransmission dependability and signal strength.
e Coherence:Foraccuratecommunication,laser-basedOW Csystemsemploycoherent light.

ModulationTechniquesforLightSignals:

Li-Fi encodes data using Intensity Modulation with Direct Detection (IM/DD),
whichexploitsfluctuationsinLEDbrightness. Typicalmethodsincludeof:

OOK (On-OffKeying):Basicbinarymodulation:Forlow-
powerapplications,pulsepositionmodulation(PPM)isaneffectivetechnique.Forhigh-
speeddatatransfer, orthogonal frequency division multiplexing, or OFDM, is utilized.

FeaturesofPropagation:Strongsignaltransmissionrequiresline-of-sight(LoS):
« Reflections:Maycausesignaldistortion,buttheycanincreasecoverage.
e Shade:Communicationcanbehamperedbyobjectsthatobscurelight.
Difficulties:

e Ambient Light Interference:Artificial lights and sunlight might degrade signal quality.
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« Blocking: Transmissionmaybehaltedbyphysicalbarriers.

e DeviceRestrictions: TherearecurrentlyfewLi-Fi-enabledgadgetsonthemarket.
Applications:

e Indoornetworking:smartbuildings,residences,andoftices.

¢ VehicleCommunication:Headlightsareusedbycarstocommunicatedata.

« UnderwaterCommunication: Light-basedcommunicationismoreeffectivethan
radiofrequencytransmissionswhilesubmerged.

e loTIntegration:Li-Fiisusedbysmartgadgetstoprovideseamlessconnectivity.
ProspectsfortheFuture:

e 5G/6Gintegration:RF-opticalhybridnetworksforlightning-fastconnectivity.

e SmartCities:InfrastructurewithLi-Fiforeffectivedatatransfer.

e SpaceCommunication:Datasharingbetweenplanetsusingopticalwirelessnet- works.

Li-fivsOtherOptical Communication Technologies(Infrared, VLC,FSO...):

Optical wireless technologies, including Li-Fi, VLC, FSO, OCC, and Infrared, provide high-
speed,secure,andinterference-freecommunication.Li-Fiisnotableamongthem
becausetoitsbetterspeedandbi-directionaldatatransfer.
Byhighlightingtheirvariationsintransmissiontechniques,effectiveness,anduses.
Thiscomparisonhelpschoosewhichonebestmeetstheneedsofmodernconnections:
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Table 2.2:Comparison between Li-fi and the Other Optical
CommunicationTechnologies.

Comparison Li-Fi(Light VLC  (Vis- | FSO(Free OCC (Opti- | Infrared
Criteria Fidelity) ible Light | Space Opti- | cal Camera | Communica-
Communi- calCommu- Communica- tion
cation) nication) tion)
Technology Advanced One-way Uses laser | Uses camera- | Usesinfrared
Scope formofVLC communica- beams for | based light | light for low-
with bi- | tion, mainly | long-distance detection for | speedcommu-
directional, LED-based communica- data transfer nication
high-speed signaling tion
datatransfer
Speed & | Over 100 | Lower  than | Highband- SlowerthanLi- Upto4Mbps,
Bandwidth Gbps, high | Li-Fidueto width, but | Fidueto im- age | limited band-
bandwidth simple  data | requires pre- | processing width
transmission cisealignment | overhead
focus
Transmission LED light | Visible light | Laser beams, | Camerasensors | Infrared radi-
Medium sources, spectrum, requiringclear detectlightsig- ation,  short-
operates mainlyLEDs line of sight nals range
n visible,
infrared,
and ultra-
violet  light
spectrums
Environmental | Indoor- Susceptibleto Affected by | Requires good | Less affected,
Sensitivity based,stable, ambientlight fog,rain,air lightingcondi- but limited
interference- | interference turbulence tions range
free
Security Highly se- | Moderate Highsecu- Securebutre- Secure, but
cure, light | security, sig- | rity, but | liesoncamera lowdatarate
signals do | nals can be | sensitive to | visibility
not pass- | detected environmental
through walls conditions
Uses&Ap- Industrial Smart  light- | Satellitecom- | Augmentedre- Remote  con-
Plications automation, ing, indoor | munication, ality,smartsig- trols, medical
hospitals, navigation, military  ap- | nage,loT,QR- equipment,
aircraft digital sig- | plications, code-like  data | short-range
cabins, RF- | nage,vehicle- inter-building transmission communica-
sensitive areas | to-vehicle data transfer tion
communica-
tion

SignalProcessingandSystemQOptimizationinLi-Fi:
Inordertoguaranteeeffective

Fitechnologydependsona

datatransfer,signalintegrity,andsystemoptimization,Li-

speedcommunication by converting digital data into optical signals.
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a) Signal Processing in Li-Fi:Signal processing plays a critical role in Li-Fi
communication,ensuringaccuratetransmissionandreceptionofdata:

Modulation and Demodulation:At the transmitter, electrical impulses are trans-
formedintoopticalsignals,andatthereceiver,theyaretransformedbackintoelectrical data.

ErrorDetectionandCorrection:MethodslikeForwardErrorCorrection(FEC)re- duce
interference-induced transmission mistakes.

FilteringandNoiseReduction:removesambientlightsourcedisruptionstoguarantee ~ dependable
data transfer.

Synchronization:synchronizesthetimingofthetransmitterandreceivertoensure smooth
connection.
b) SystemOptimizationStrategies: ToenhanceLi-Fiperformance,various

optimizationtechniquesareapplied:
AdaptiveModulation:dynamicallymodifiestransmissionsettingsinresponseto external
circumstances.
PowerEfficiencylmprovements:LEDdriversthatareoptimizeduselessenergywhile preserving
signal intensity.
Multi-Channel Communication:increases bandwidth by enabling parallel data trans-
feracrossseveralwavelengths.
InterferenceManagement:usesbetterfilteringandsignalcorrectiontechniquesto lessen the
influence of external light.

2.2.2 Li-FiModulationTechniques
DefinitionofLi-FiModulationTechniques:

Usingvisiblelighttotransportdata,Li-Fi(LightFidelity)technologynecessitatesefficient
modulation methods for both encoding and decoding data.ln optical wireless
communication,thesemodulationtechniquescontrolsystemefficiency,signaldepend- ability, and
data transfer speed.

¢ On-OffKeying(OOK):

One of the most basic modulation methods in Li-Fi is OOK. It encodes binary data by
rapidly turning the LED light source on and off, where "on" denotes a
binaryland"off"denotesabinary(0.Althoughthisapproachissimpletouseand energy-
efficient, noise interference may cause problems.

e PulseAmplitudeModulation(PAM):

PAMrepresentsvariousdatavaluesbyalteringthelightsignal’samplitude.By varying the
light’s intensity, PAM may encode more than one bit per symbol, in
contrasttoOOK,whichonlyemploystwolevels(on/off). Althoughitnecessitates
exactcontroloverlightintensity,thisincreasesdatatransmissionspeeds.

e OrthogonalFrequencyDivisionMultiplexing(OFDM):

AmoresophisticatedmodulationmethodcalledOFDMsplitsthedataintomany
frequencychannels,enablingthetransmissionofnumeroussignalsatonce. This
makesitperfectforhigh-speedLi-Fiapplicationsbyimprovingspectrumefficiency
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andloweringinterference.BecauseOFDM is resilienttosignaldeterioration, it is
frequentlyutilizedinwirelesscommunicationsystems.

Common modulation techniques in Li-Fi include On-Off Keying (OOK), Pulse Width
Modulation(PWM),andOrthogonalFrequency-DivisionMultiplexing(OFDM).Each
techniqueofferstrade-offsbetweendatarate,complexity,andnoiseresilience.

ApplicationsofLi-FiModulationTechniques:

Inmanyreal-worldapplications,Li-Fimodulationmethodsareessentialformaximizing
datathroughput,connection,andsecurity.Li-Fimayoperateinavarietyofsituations with varying
degrees of speed, efficiency, and dependability depending on the modulation technique employed.
e High-SpeedDataTransmission:
Ultra-fastwirelesscommunicationismadepossiblebyLi-Fi,whichfrequently

outperformsconventional Wi-Firates.

- OOK (On-Off Keying):Easy to use, good for simple applications, but slow.
HigherdataspeedsaremadepossiblebyP AM(PulseAmplitudeModulation), which
encodes several bits per symbol.

- Orthogonalfrequencydivisionmultiplexing,orOFDM:isbestsuitedforhigh-
speedapplicationswheremanysignalsaresentatonce.

« InternetofThings(IoT)Connectivity: Li-Fifacilitatessmoothincorporationinto
IoTnetworks,enhancingsmarthomes,businesses,andcities.

- OOK:Applicabletolow-powerInternetof Thingsapplicationswheresimplicity is desired.
- PAM:Increasessmarthomeautomationsystems’efficiency.

- OFDM:ProvidesdependableconnectionandlowinterferenceforextensiveloT networks.

e SecureCommunication:BecauseLi-Fitransmissionsarelimitedtoregionswith
light,thereislesschanceofexternaleavesdropping,addinganadditionallayerof protection.

- OOK: Easy modulation that works well in confined spaces with regulated
illumination.

- PAM&OFDM:Provideenhancedencryptionandsignaldependability,makingthemperf
ectforsecurecommunicationinthefinancial,medical,andmilitary sectors.

ImpactofModulationTechniquesinDifferentEnvironments

Table 2.3:Impact of Modulation Techniques in Different Environments.
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Environment Recommended Reason
Modulation
IndoorNetworks OFDM Ensuresstable,high-speeddataex-
changeacrosslargespaces.
Industrial Automa- PAM Facilitatesreal-timemachinecommuni-
Tion cationwithoptimizedefficiency.
Public&Healthcare OOK Energy-efficientandinterference-free
Spaces communicationinhospitalsandsensi- tive
environments.

Eachmodulationtechniquecontributestospeed,security,andefficiencyindifferent Li-
Fiapplications,ensuringoptimalperformancebasedonspecificusecases.

comparisonofOOK,PAM,andOFDMbasedonkeyperformancemetrics:

Table2.4:Comparisonbetween OOK,PAM,and OF DM.

Modulation | Data Efficiency | Complexity | Reliability Advantages Limitations
Technique | Rate
On-Off Low to | Energy- Low com- | Susceptible | Easytoim- Limiteddata
Keying moder- ate| efficient, plexity to noise | plement, transmission
(OOK) simple to interference | requires speed,highly
implement minimalpro- affected by
cessing ambientlight
interference
PulseAm- Moderate | Higher Medium More reli- | Encodes Requires ac-
plitude tohigh datatrans- complexity | able  than | multiple bits | curate  light
Modu- mission OOK, but | per symbol, | intensity
lation speeds, dependent improving modulation,
(PAM) optimized on precise | data rates complex im-
bandwidth lightinten- plementation
usage sity control
Orthogonal | High High High com- | Very re- | Supports Requires ad-
Frequency spectral plexity liable, resistan{ multiple vancedsignal
Division efficiency, to signal | signalssimul- processing,
Multi- reducesin- degradation | taneously, higher system
plexing terference ideal for | resources
(OFDM) high-speed
applications

2.2.3 MultipleAccessTechniquesinLi-FiNetworks
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Definition

SeveralAccessinLi-Fi(LightFidelity)networks, techniquesarewaystomakeitpossible for several
users or devices to effectively and interference-free share the available Li-
Ficommunicationresources(suchbandwidth,timeslots,orlightsignals)atthesame time. These
methods  provide seamless, coordinated, and speed-, reliability-, and fairness-
optimizeddatatransferbetweentheLi-Fitransmitter(oftenLEDs)andseveralreceivers.
TimeDivisionMultipleAccess(TDMA),FrequencyDivisionMultipleAccess(FDMA),
CodeDivisionMultipleAccess(CDMA),andSpatialDivisionMultipleAccess(SDMA)
arecommonLi-Fimultipleaccesstechniquesthatareeachspecificallydesignedtomeet
thedemandsoflight-basedcommunication[27].
thesetechniquescanbeclassifiedasnarrowbandandwidebandsystems:

e Narrowbandsystems:

Narrow band systems are those that use channels that are significantly smaller
thanthecoherencebandwidth.Alimitednumberofusersareseparatedintimeon
asinglechannelvianarrowbandTDMA ,whichpermitsuserstoutilizethesame
channelbutassignseachuseradistincttimeslot[28].

e Widebandsystems:

Asinglechannel’stransmissionbandwidthinwidebandsystemsissignificantly
greaterthanthechannel’scoherencebandwidth. Therefore, frequencyselective fades only
occur in a tiny portion of the signal bandwidth, and multipath fading has little effect on
the received signal within a wideband channel [28].

CommonMultipleA ccessTechniquesinLi-Fi:
e TimeDivisionMultipleAccess(TDMA):

TDMA is a technique that divides a frequency channel into time slots so that several
users can share it.In order to avoid interfering with other users, each user is given a
certain time window for data transfer TDMA  makes the handoff
procedurebetweenbasestationseasiersincetransmissionhappensinburstsrather
thanconstantly.Flexibilityisanotherbenefitof TDMA ;varioususerscanbegiven varied
numbers of time slots according to priority, guaranteeing effective bandwidth use.[28]

e CodeDivisionMultipleAccess(CDMA):

Bygivingeachtransmissionauniquecode, CDMAenablesseveraluserstoshare
thesameradiospectrumatthesametime.Becausetheencodedsignalsarehardto
interceptortamperwith,thismethodguaranteesimprovedspectralefficiencyand
security. CDMAisbetterfordataandmobilecommunicationsystemsbecauseit hasmoreair-
spacecapacitythanTDMA.Furthermore, CDM A facilitatessmooth
basestationtransitions,loweringcalldropoutswhentraveling.[ 28]

» SpatialDivisionMultipleAccess(SDMA):

To distribute communication resources, SDMA makes use of spatial isolation.With
theuseofbeamformingmethodsordirectionalantennas, itallowsseveralusers to converse
simultaneously on the same frequency.SDMA dramatically lowers

interferencebyeffectivelydirectingradiatedenergytoparticularusers.Because
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usersaredispersedacrossdifferentplaces,thistechniqueisespeciallyhelpfulin
satellitecommunicationandcellularnetworks,enablingthemostefficientuseof
transmissionresources.[29]

e FrequencyDivisionMultipleAccess(FDMA):

Eachuserisgivenauniquefrequencysub-bandusingFDMA.FDMA isperfectfor
audiocommunicationbecauseitpermitscontinuoustransmission,unlikeTDMA,

whichrequiresuserstosendinpredeterminedtimewindows.FDMAdoeshavea  drawback,
though, in that once a frequency is assigned to a wuser, it doesn’t get

redistributedtootherusers.Narrowbandcommunicationsystemsfrequentlyuse

thistechnique,whichnecessitatesstrictfilteringtoreduceinterferencefromnearby channels

[28].

Thesemultipleaccessstrategiesprovideeffectivedatatransfer,enablingunhindered
networksharingamongseveralusers.Bothstrategieshavetheirownbenefitsandare
appropriateforvarioususes,includingsatellitesystems,mobilecommunications,and
contemporary wireless technology.

2.2.4 DataEncodingandSignalProcessinginLi-Fi
Li-FiDataEncoding:

Transformingbinarydata(Osand1s)intolightsignalsthatLEDscanproduceandthat
photodetectorsatthereceivercancorrectlyunderstandisknownasdataencoding[23].

e EncodingProcess

- Binarydata (0s and 1s) isconverted into lightintensity variations.

- LEDsmodulatetheirbrightnessathighspeeds,encodingdataintooptical signals.

- Aphotodetectoratthereceivercapturesthesesignalsanddecodesthemback into digital

data.
e ModulationTechniquesforEncoding

Li-Fi employsvariousmodulation techniquestoencode dataefficiently:

- On-OffKeying(OOK): Thesimplestmethod—LEDsturnonfor*1’andoff for ‘0’.

- PulsePositionModulation(PPM):Dataisencodedbyshiftingthepositionof light
pulses in time.

— PulseWidthModulation(PWM):Thewidthofeachpulsevariestorepresent different
data values.

- ColorShiftKeying(CSK):UsesRGBLEDstoencodedatabychangingcolor
combinations.

— Orthogonal Frequency Division Multiplexing (OFDM): Splits data into
multiplesubcarriers,improvingefficiencyandreducinginterference.
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SignalProcessinginLi-Fi:

Thecollectionothardwaremethodsandalgorithmsusedtogetdatareadyfortransmission,adjustforcha
nneleffects,andretrievetheoriginaldataatthereceiverisknownas signalprocessing[30].

SignalProcessing TasksinLi-Fi:

Modulationanddemodulation:Extracttheoriginaldatafromthereceivedoptical
signalandtransformsdigitaldataintoaformatappropriateforopticaltransmission.

ChannelEstimationandEqualization:Correctsdistortionscausedbysignalfading,
multipathreflections,andshadowing,improvingreliability.

ErrorDetectionandCorrection: Thistechniquedetectsandfixeserrorsbroughton
bynoiseandinterferenceusingtechniqueslikeReed-SolomoncodesandForward Error
Correction (FEC).

NoiseMitigation: Adaptivethresholdingandopticalfiltersareusedtolesseninterferencefromam
bientlightsources,suchassunlightorinteriorillumination.

AdaptiveModulationandCoding(AMC):Dynamicallyadjustsmodulationorder
andcodingratedependingonchannelconditionstomaximizethroughputwhile maintaining
quality.

Synchronization:Ensuresthatthetransmitterandreceiverareproperlyalignedin
timeandfrequencyforaccuratesignaldecoding.
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2.3 AdvancedconceptsinLi-Fitechnology

2.3.1 integrationof Li-Fi withloT and smart devices:

Definition:

Thelnternetof Things(IoT)isanetworkofinterconnecteddevices, systems, and
sensorsthatharnessadvancementsincomputing, miniaturization,andcommunication
technologiestodriveautomation,enhanceefficiency,andfacilitatedata-drivendecision-
making.Byintegratingsmartobjectsintovariousindustriessuchashealthcare,agriculture,andmanufa
cturing,loTenablesreal-timemonitoringandintelligentinteractions
inbothphysicalandvirtualenvironments.Itscorecomponentsincludesensorsfordata collection,
aggregators  for  processing, communication channels for transmission, utilities
forcontinuousservicesupport,anddecisiontriggersforactionableinsights. WhileloT
revolutionizesoperations, businessmodels, anddailyapplications, italsoraisesimportant considerations
regarding security, privacy, and interoperability in its widespread adoption [31][32].

MostloTdevicesfollowalayeredarchitecturecomprisingofthreeorfourlayersas shown in the

Figure (fig 2.2)

Figure2.2:MostcommonloTarchitectures.
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TheloTarchitectureiscomposedofmultiplelayersthatenableseamlessdatacol-
lection,communication,processing,andapplication.Atthefoundation,theperception layer consists
of  physical devices that interact with  their  surroundings,gathering  and
processingenvironmentaldata. Thenetworklayer,responsiblefortransmission,isdivided
intosixsublayersandemployscommunicationprotocolslikeZigbee, BLE,NFC,andLPWAN to
relay data efficiently.
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Tooptimizelow-powerloTdevices,protocolssuchas
6LoWPANandRPLensureefficientdatatransfer,whilesecuritystandardslikeTLSand
DTLSsafeguardinformationduringtransmission. Theapplicationlayerprovidessoft-
wareandservicesforanalyzingcollecteddataandenablingreal -timedecision-making. Additionally,
the support  layer  enhances functionality = by  supplying  storage and
computingresources. Tofacilitatedevicecommunication,loTemploysspecializedmessaging
protocols such as CoAP, MQTT, and AMQP for efficient data exchange [31].

How itworks:

The Internet of Things (IoT) connects physical devices, sensors, and machines to the internet, allowing real-
time data collection and automation. Devices communicate via networks like Wi-Fi, Bluetooth, Zigbee,
LPWAN, 5G, and Li-Fi to cloud or edge systems for analysis.

Li-Fi enhances 10T by using visible light instead of radio waves for ultra-fast, secure data transmission,
especially in environments where traditional wireless signals face interference (e.g., hospitals and airplanes).
Al-driven analysis helps optimize operations, adjust smart devices, and provide insights. Users manage [oT
systems via apps, dashboards, or smart assistants, improving automation and efficiency across industries like
healthcare, aviation, manufacturing, and smart cities [31].

ExplanationofloTecosystemsandtheircomponents:

AnloTecosystemconsistsofvariouscomponents,includinghardwaresuchassensors
andsmartdevices,communicationnetworks,cloudandedgecomputing,dataanalytics,
andsecurityprotocols,allworkingtogethertoenableautomationandreal-timedecision- making. While
IoT represents the broader concept, an IoT ecosystem serves as the
operationalframeworkthatsupportsloTapplicationsacrossmultipleindustries[33].
Itiscomposedofinterconnectedelementsthatfacilitateautomation, dataexchange,
andintelligentdecision-making.Belowisanexplanationofitscorecomponents:

e Devices&Sensors: Thesephysicalorvirtualentitiescollectandtransmitdata,
includingsmarthomeappliances,industrialsensors,wearables,andautonomous vehicles.

e Connectivity(Networks&Protocols): IoTdevicesutilizeWi-Fi,Bluetooth,
Zigbee, LPWAN,and5Gtoestablishseamlesscommunicationbetweencomponents.

e Edge&CloudComputing:Edgecomputingprocessesdataclosertoitssource
tominimizelatency,whilecloudcomputingoffersscalablestorageandpowerful processing

capabilities.

e DataProcessing&Analytics: Alandmachinelearningextractinsightsfrom
data,facilitatingpredictivemaintenance,automation,andoptimizationacrossvarious
industries.

e User Interface (Ul & Applications): Dashboards, mobile apps, and smart assistants
provide real-time access to [oT data, control functionalities, and alerts.
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e Security&PrivacyMeasures:Encryption,authentication,andcybersecurity protocols
safeguard data, ensuring privacy and secure communication between connected devices.

e Together,
thesecomponentsformanefficientframeworkthatenhancesproductivity,automation,andintell

igentdecision-makinginindustriessuchashealthcare, manufacturing, agriculture, and smart
cities [34].

Roleofsmartdevicesinautomationanddigitaltransformation:

e Smartdevicesarefundamentaltoautomationanddigitaltransformationwithin
thelnternetofThings(IoT)ecosystem,enablingseamlessdataexchange,intelligentoperation
s,andenhanceddecision-makingacrossindustries. Theyoptimize efficiency by collecting,
processing, and transmitting data in real time [35].

e DataCollection&Monitoring: SmartsensorsandloT-enableddevicestrack
metricsliketemperature,motion,energyconsumption,andperformance,enabling
predictivemaintenanceandproactivemanagement.

e ProcessAutomation:IoT-drivendevicesstreamlinetasks,suchassmartthermostats
regulating temperatures, industrial robots optimizing manufacturing, and Al-
poweredlogisticssystemsenhancingefficiency.

e Enhanced Connectivity & Communication: Smart devices rely on Wi-Fi, Bluetooth,
Zigbee, LPWAN, and 5G for seamless interaction between interconnected ecosystems.

e Al&MachineLearningIntegration: IoTdevicesleverageAltoanalyzedata, detect
patterns,and enable intelligent automation across sectors such as healthcare, transportation,
and smart cities.

e User Interaction & Control:Mobile apps and dashboards allow users to re-
motelymonitorandcontrolloTdevices,enhancingoperationalflexibilityandpersonalizeddigi

talexperiences.

e Security&PrivacyMeasures: Asdigitaltransformationadvances,smartde-
vicesimplementencryption,authentication,andsecuredatatransmissiontoprotect sensitive
information.

e Thesecapabilitiescollectivelyenhanceautomation,efficiency,andintelligentdecision-
making,reshapingindustrieslikehealthcare,manufacturing,energy,andsmart homes.
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AdvantagesofLi-FiforloTandSmartDevices:

Li-Fi is emerging as a transformative technology for IoT and smart devices,offering high-
speedcommunicationandenhancedsecurity—allpoweredbyexistingLED
lightingsystems.Acloserlookatitsbenefitshighlightsthesignificantadvantages of Li-Fi in
modern connectivity:

e Blazing-fastdatatransfer: Withspeedssurpassingconventional Wi-Fi,Li-Fi ensuresreal-
timecommunication,whichisvitalforautomationandlo Tapplications.

e Enhancedsecurity:Sincelightwavesdonotpass-throughwallslikeradiosignals, Li-
Fisignificantlyreducestheriskofunauthorizedaccessandcyberthreats.

e Minimal interference:Unlike Wi-Fi, which faces congestion and signal disruptions,Li-
FiperformsreliablyinenvironmentswhereRF-basedcommunicationis impractical, such as
hospitals and aircraft.

e Energy-efficientconnectivity:ByutilizingexistingLEDinfrastructure,Li-Fi
combinesilluminationanddatatransmissioninasinglesystem,optimizingenergy consumption.

Withitspromisingpotential,Li-Fiispoisedtorevolutionizesmartconnectivity,
makingdatatransmissionfaster,moresecure,andhighlyefficientforfutureloT applications.

PracticalApplicationsandChallenges& FutureProspects:

Li-Fihasexcitingpracticalapplicationsacrossvariousfields,revolutionizinghow devices
communicate.

o SmartHomes:WithLi-Fi-enabledloTdevices,homeautomationbecomessmoother,

ensuringfastandsecureconnectionsforeverythingfromsmartlightingtoentertainment systems.

e Healthcare:HospitalscanbenefitfromLi-Fi’ssecuredatatransmission,reducing
interferenceandsafeguardingpatientinformation.

e IndustrialloT:Factoriesandindustrialfacilitiescanenhancemachine-to-machine
communication, ensuring reliable connectivity even in RF-sensitive environments.

e Smart Cities: Urban infrastructure, including traffic systems, can use Li-Fi to
managedataflowefficiently,reducingcongestionandimprovingpublicservices.
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2.3.2 HybridLi-Fi/Wi-FiNetworksforSeamlessCommunication:

Li-Fienhanceswirelesscommunicationwithhigh-speed,secure,andinterference- free
connectivity, complementing Wi-Fi and IoT networks.Its benefits include improved
efficiency, adaptability, and cybersecurity, making it a promising solution fornext-
generationsmartsystems.

NetworkArchitecture:

Li-Fi and Wi-Fi can work together to create a hybrid network architecture that enhances
connectivity in various environments [38].

ComplementaryUsage: Wi-Fiensureswide-areaconnectivity,whileLi-Fipro- vides high-
speed, secure communication in localized environments.

Indoor Optimization:Li-Fiiswell-
suitedforconfinedspaceslikeoffices,hospitals,andairplanes,minimizinginterferenceandenha
ncingdatasecurity.

Adaptive Switching:DevicescanseamlesslytransitionbetweenLi-FiandWi-Fi
basedonsignalstrengthandenvironmentalconditions.

Energy Efficiency:Li-FiutilizesLEDlightinginfrastructure,optimizingpower

consumptionwhilemaintainingstrongdatatransmission.

Performance& Efficiency:
Li-Fioffersseveraladvantagesovertraditional Wi-Fiintermsofperformanceand efficiency

Speed:Li-FicanachievedatatransmissionratessignificantlyhigherthanWi-Fi, utilizing the
visible light spectrum, which has a much larger bandwidth [39].

Security:SinceLi-Fisignalsareconfinedtoilluminatedareasanddonotpenetrate walls, they are
less susceptible to unauthorized access or cyber threats [40].

InterferenceReduction:UnlikeWi-Fi,whichcanexperiencecongestionand
interferencefromotherRF-baseddevices,Li-Fioperatesinenvironmentswhere
electromagneticinterferenceisaconcern,suchashospitalsandaircraft[41].

Scalability&Integration:

IntegratingLi-FiintoexistingloTsystemspresentsseveralchallengesrelatedto
scalabilityandcompatibility[42]:

Limited Infrastructure:MostloTnetworksrelyonWi-
Fiorcellularconnectivity,requiringsignificantadaptationtoincorporateLi-Fi.

Line-of-Sight  Dependency:Li-Fi  requires  direct  visibility = between  the
transmitterandreceiver,makingwidespreaddeploymentmorecomplex.
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e Interoperabilitylssues:loTdevicesmustbeequippedwithLi-Fi-compatible
hardware,whichmaynotbeuniversallyavailable.

e Network Management Complexity:Hybrid Li-Fi/Wi-Fi systems need efficient
switchingmechanismstoensureseamlessconnectivity.

e Standardization& Adoption:ThelackofuniversalstandardsforLi-
Fiintegrationslowsdownwidespreadimplementation.

SecurityFeatures:

Li-Fienhancescybersecurityduetoitsphysicalboundarylimitations,makingita more secure
alternative to traditional wireless communication.Here’s how [43]:

e RestrictedSignalRange: UnlikeWi-Fi,whichtransmitsthroughradiowaves
andcanbeinterceptedbeyondphysicalbarriers,Li-
Fisignalsareconfinedtoilluminatedareas,preventingunauthorizedaccessfromoutside.

e ReducedRiskofHacking:SinceLi-Ficannotpenetratewalls,cyberthreatslike
eavesdroppingandremotehackingaresignificantlyminimized.

e SecureDataTransmission:Li-
Finetworksoperatewithincontrolledenvironments,ensuringthatsensitiveinformationremain
sprotectedfromexternalinterference.

e LowerSusceptibilitytoElectromagneticAttacks:Li-FidoesnotrelyonRF signals, making
it immune to electromagnetic interference and jamming attempts.

2.3.3 Machine Learningand Al in Li-Fi Systems:

e Al-DrivenNetworkOptimization:Enhancingsignalprocessing,datatrans- mission, and
bandwidth allocation.

o IntelligentNetworkManagement:AdaptiveswitchingbetweenLi-Fiandother networks, plus
predictive maintenance.

e Real-World Applications: Al-powered Li-Fi in healthcare, smart cities, and industrial
automation.

e FutureProspects:ChallengesandongoingresearchtoimproveAl-drivenLi-Fi technology.

Machine Learning (ML) and Artificial Intelligence (Al) are playing a crucial role
inadvancingLi-Fisystems,here’showtheycontribute:

e OptimizedDataTransmission: Al-drivenalgorithmsenhancesignalprocessing,
reducingerrorsandimprovingdataratesinLi-Finetworks.

e AdaptiveNetworkManagement: MLenablesdynamicadjustmentsinLi-Fi
systems,optimizingbandwidthallocationandminimizinginterference.
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e Enhanced Security:Al-powered encryption techniques strengthen Li-Fi’s cyber- security by
detecting and mitigating potential threats.

e Predictive Maintenance:ML models analyze network performance, predicting
failuresandoptimizingsystemreliability.

2.3.4 EnergyefficiencyandpowerconsumptioninLi-Fi:
Definition:

Li-Fitechnologyoffersahigh-speed,energy-efficient,andeco-friendlymethodfor
datatransmissionbyutilizingexistinglightingsystems.SinceLEDbulbsconsume
lesspowerandhavealongerlifespan,theapproachminimizesenergywastewhile
ensuringsecure,localizedcommunication. Withapplicationsinsmartcities,indoor
networks,andsustainabledigitalinfrastructure,itpresentsapromisingfuturefor
efficientconnectivity[45].

EnergyEfficiency:

Li-Fi uses LED lights for energy-efficient data transmission, offering dual
functionalityforlightingandcommunicationwhileensuringsecure,low-interference
connectivity.

e Li-Fi and LED Lights: Li-Fioperatesusinglight-emittingdiodes(LEDs)asa
mediumfordatatransmission.Unlikeradio-basedsystemssuchasWi-Fi,which
requireelectromagneticwaves, Li-FimodulatestheintensityofLEDIlighttoen- code and
send data at high speeds.Since LEDs are energy-efficient, consuming
significantlylesspowerthanincandescentorfluorescentbulbs,theyofferasustain-
ablecommunicationoption.Moreover,theirlonglifespanandabilitytoswitchon
andoffatextremelyhighspeedsmakethemidealfordatatransmissionwithout
noticeablechangesinillumination[46].

e DualFunctionality:LightingandCommunication: Oneofthemajoradvantages of Li-Fi
is its dual functionality—serving as both a lighting source and
adatatransmissionmedium. Thisintegrationeliminatestheneedforadditional
communication hardware, thereby reducing energy consumption and infrastructure costs.
SinceLi-FicanworkwithexistingL EDlightingsystems, itoptimizesspace
usagewhileprovidingsecureandlocalizeddataexchange. Thedual-purposeaspect ~ allows
implementationin ~ environments suchas  homes, offices,  hospitals, and
factories,wherelightingisalreadyessential, makingli-Fianefficientandscalable solution for
data transfer [47].

e Reduced Interferenceand EnhancedPerformance:Li-Fioperateswithinthe
visiblelightspectrumratherthantheradiospectrumusedby Wi-Fiandcellular
networks.Thisresultsinreducedinterference,  particularlyinenvironmentswhere  radio-
frequencycommunicationcanbedisrupted, suchashospitals, aircraft, and

industrialfacilities.Sincelightwavesdonotpenetratewalls,Li-Fisignalsremain
secureandlocalized,reducingrisksofunauthorizedaccessorcyberinterference.
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ThisfeaturemakesLi-Fiidealforconfidentialcommunicationandenvironments
thatrequireminimalelectromagneticdisturbance[48].

PowerConsumption:

Li-FiminimizespowerconsumptionwhilesupportingloTdevicesandsmartcities
iscrucialforevaluatingitsimpactonsustainabletechnology.

e LowTransmissionPowerandEnergyEfficiency:

Li-Fioffersalow-energy
alternativetotraditionalwirelesscommunicationbytransmittingdatausingvisible light waves
rather than radio  frequencies.Since LED  lights  function as  both
illuminationsourcesanddatatransmitters, Li-Fieliminatestheneedforadditional power-
consumingnetworkinginfrastructure,suchas Wi-Firoutersorcelltowers.
Thisfeaturesignificantlyreducesoverallpowerconsumption,makingLi-Fianeco-
friendlychoiceformoderndigitalcommunication[49].

e Li-Fiin IoT Applications:

The Internet of Things (IoT) relies on interconnected devices that exchange data seamlessly
while operating on minimal power. Many loT devices, such as smart home automation
systems, wearable technology, and industrial sensors, require efficient, low-power
communication networks. Li-Fi’s ability to integrate with ambient LED lighting ensures that
devices remain connected without excessive energy use, optimizing network speed, security,
and reliability in [oT ecosystems. Additionally, localized data transmission enhances security
by limiting access to authorized areas, preventing cyber interference common in radio-
frequency-based networks [33].

¢ Li-Fi’s Role in Smart Cities:

Smart cities emphasize sustainability and efficiency, incorporating advanced
technologies to reduce energy waste and enhanceurban services. Li-Fi contributes to
smart city development by integrating withpublic LED lighting systems, enabling secure
and high-speed data transmission forapplications [34]; such as:

-  Smart traffic management: using streetlights to facilitate real-time
communicationbetween vehicles and infrastructure, reducing congestion and
improving mobility.

- Environmental monitoring: where Li-Fi sensors embedded in urban lighting
collectdata on air quality, temperature, and pollution levels to support sustainable
urbanplanning.

- Public connectivity: providing Wi-Fi-free internet access in cities using
existingLED streetlights, reducing reliance on power-intensive cellular networks.
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2.4 Li-FiSecurityandDatalntegrity:

2.4.1 SecurityFeaturesofLi-Fi

Li-Fitechnologyhassecuritybenefitsandusesavarietyofencryptiontechniques
tosecuretransferreddatabecausevisiblelightwavelengths,whichareemployedin
thetechnology,cannottravelthroughwalls.

Physicalsecurity

Thisencryptiontechniquehasbeenusedinthissubsection.Li-Fitechnologyrelies
onprovidingadirectlineofsight(LOS)betweenthelightsourceandreceiverto
transmitorreceivedata,yieldingahindrancetounauthorizedaccess.Incontrast toWi-
Fitechnology,whichusesradiowaves,Li-Fitechnologyuseslightwavesthat cannot penetrate
walls or  other opaque  objects.This  restriction  within a  room
ordesignatedareasignificantlypreventsthenetworkfromthepotentialattackof
eavesdroppingwhileusingLi-Fitechnologytocommunicate[15].

Key creator [«——

"ﬁ Encrypted data
— Encrypter e —]l LED lamp | |Photoreceptor{
S

Figure2.3:PhysicalsecurityinLi-Fitechnology.
Encryption Methods

Li-Fi technology is still in its infancy as a concept, particularly in the area of data
secu-rity, where efforts have been made to encrypt data that is transferred using
this technology using various methods to increase its resilience. Methodologically,
Advanced Encryption Standard (AES), Caesar Cipher Wheel, Blowfish, Rivest Ci-
pher 2 (RC2), Rivest Cipher 4 (RC4), Rivest Cipher 5 (RC5), and Rivest Cipher 6
(RC6) were the algorithms utilized to en-crypt data communicated using Li-Fi
technology [15].
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Accesscontrol

A secure data transmission system in classrooms can be facilitated by blocking holes
inwalls,windows,ordoors,whichallowslightbeamstobeincontactwithauthorizeddevicesan
dpreventsunauthorizeddevicesfromaccessingtheLi-Finetwork.
Thispropertyisillustratedinthenextfigure.Li-Fitechnologyusesvisiblelight
totransmitandreceivedata,allowingprecisecontroltoaccesstheLi-Finetwork [16].

A

Figure2.4:AccesscontrolinLi-Fitechnology.

MACaddressfiltering

Li-Fi networks provide the ability to whitelist reliable devices to connect to the net-work
and reject devices based on their MAC addresses.A network interface
controller(NIC)isgivenauniquenumbercalledaMAC.DeviceM ACaddressesare
storedinatable,andthepicturebelowusesanalgorithmtofilteroutunauthorized  devices and
allow them to connect [15].

the network of Li-Fi.The MAC address is given to the household gadget that is
linkedtotheLi-Finetworkinhomeautomation. Toenablerapidandhighlysecure access to house-
hold equipment, these addresses are stored in the table.

User
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MAC

addxms'/

/
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Coanect mlo

L1 network

Figure2.5:MACAddressfilteringinLi-Fitechnology.
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Lightsingletracking

Li-Fi systems can identify and block unwanted access attempts by tracking the
locationofalightsignal. Thismethodispresentinsophisticated Li-Fisystems.
Triangulationmethodsareusedtodeterminetheuser’spreciselocationinorderto

followthesignal’slocation[ 78].Sincethetrackerdepictsareal-worldsituation, the
followingfigureillustratestheLi-Fitechnologytechnique.user. Theanticipated
position’svaluesoughttobeclosetotheactualposition. Ifnot,theentitywillbe

flaggedasafraudulentuser. Additionally,thistechniqueisutilizedwhenthereare numerous Li-
Fi access points available for connectivity.

PR;KI:‘C' posm;

i ~ Tracker } » User/ Hacker
| |
L Real position

Figure2.6:TrackingsysteminLi-Fitechnology.

Opticalorthogonalfrequencydivisionmultiplexing

The figure below (Fig 2.7) depicts a transmitter and a receiver of the O-OFDM
techniqueusedinLi-Fitechnology.O-OFDMisatechniquethatdividestransmit- teddata into

multiplefrequencybandsandsends eachpartition oftransmitted
datatoaspecificfrequencyband.Thisprocessincludespassingdatatoobfuscate
theeavesdropper, whichgivestheLi-Finetworkgreatersecurityandpreventsdata from

interception [15].
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Figure2.7:0-OF DMtechniqueinLi-Fitechnology.
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Colorshiftkeying

Through the use of LEDs’ built-in color control, CSK modulates data by quickly
changing the colors they emit, potentially achieving higher data rates than
traditionalmethods.CSKdividestransmitteddataintomultiplepartitions,passing
datatoobfuscateeavesdrop-persbecauseeachpartitionoftransmitteddatasent by LEDs has a
different color light [15].

Data

o (€3

Figure2.8:TransmitterandreceiverinCSKmodulation.

Quantumcryptography

Anotableadvancementintherealmofsecurecommunicationistheincorporation
ofquantumcryptographyintoLi-Fitechnology,
whichusesthepeculiarcharacteristicsofquantummechanicstogenerateunbreakablecodes. A
nothernamefor
quantumcryptographyisquantumkeydistribution.Itusesuniquetechnologyto send
messages.

particlesinseveralstatessimultaneously,makingitimpossibletolisteninwithout
warningthesenderortherecipient, providingthehighestlevelofprotectionfor extremely
private data.Potentially unfailing security is offered by the combinationofLi-
Fiandquantumcryptography. ThenextfiguregraphicallydepictsLi-Fi  technology  using
quantum cryptography as a technique to secure transmitted data.

Li-Fi/Wi-Fisystem

Theterm"Li-Fi/Wi-Fisystem"describesasystemthatcombinesLi-FiandWi-Fi
technologies.Asillustratedintheimagebelow,itisahybridsystemthatcombines Li-Fi and Wi-Fi
technologies,with ~ Li-Fi  technology = providing the  downlink and  Wi-
Fitechnologysupportingtheuplink.ImprovedLi-Fi/Wi-Fisystemsecuritysince two
distincttechnologies are being used to transmitthe data.
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Figure2.9:HybridLi-Fi/Wi-Fisystem.

PhysicalLayerSecurity:

Over the past ten years, physical-layer security has emerged as a practical tool to sup-
port conventional encryption techniques and act as a first line of defense
againsteavesdrop-pingattemptsattheunderlyingphysicallayer.Physical-layer security
techniques, as opposed to encryption, employ deftly constructed signaling and/or coding
methods to exploit the characteristics of the channel in order to
hideinformationfromunauthorizedrecipientsatthepriceofslowercommunication speeds.

EncryptioninthephysicallayerofLi-Fitechnologyisnowunderinvestigation.
Therearemanydifferentmethodsforprotectingdatathatisbeingtransmitted,but
theyallaimtoleveragethephysicalpropertiesoflightsignalstoprotectdatawhile
itisbeingtransferred. Furthermore,becauseoftheincreasedsecurity,eavesdrop-
perscanhardlyinterceptandde-cryptdataencryptedattheLi-Fiphysicallayer.
Theadvantagesofphysicallayerencryptionincludeincreasedsecurity, enhanced
resilience,andthepossibilityofnewapplications.

TheencryptionembeddedinthephysicallayeroftheLi-Fitechnologyisdifficult
toforgeandincreasessecuritybecauseitdependsonthefeaturesofthechannel.
BecauseencryptionprotectsLi-Fitechnologyfromnoiseandinterference,itismore
dependablewhenemployedinthephysicallayer.Li-Fitechnology’sphysicallayer
encryptionmayopenupnewuses,suchsafecommunicationindelicatesettings.
However,therearestillanumberofissuesthatarisewhenencryptionisusedin theLi-
Fitechnology’sphysicallayer. Thefollowingarethedifficulties[15]:

Performance attenuation:theattenuationofperformancecanbeattributedto
thepossibilitythattheencryptionwillincreasesignaloverheadanddecreasedata rate.

Intricacy: theencryptioninthephysicallayerofLi-Fitechnologyrequiresitbe
tailoredtothespecificphysicalcharacteristicsoflightsignals.

Theabsenceofstandardization:thismighthinderthewidespreadadoptionof Li-Fi
technology.

Inconclusion,eachlayerofLi-Fitechnologyhasadvantagesanddisadvantages
whenitcomestoencryption. Themajorityoftheaforementionedissuesarestill
unresolvedandre-quiremoreresearchinordertomaximizeLi-Fitechnology.
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2.4.2 ThreatsandVulnerabilitiesinLi-FiNetworks
Accidentalassociation

Thereareseveralwaysandpurposesbecausesomeonecouldgetunauthorizedaccessto
acompany’swiredandwirelessnetworks. Theterm"accidentalassociation'refers
tooneofthesetechniques.Ifauser’scomputercomesonandconnectstoawireless
accesspointfromanearbycompany’soverlappingnetwork,theymightnotevenbe
awarethatithasdoneso.Itisasecuritybreach, though, sinceconfidentialfirm
dataismadepublicandtheremaynowbeaconnectionbetweentwobusinesses.If
thelaptopisalsoconnectedtoawirednetwork,thisisparticularlytrue[ 54].

Maliciousassociation

Whencrackerspurposefullycreatewirelessdevicestoconnecttoacompanynetwork ~ via  their
compromised laptop rather than a company access point (AP), this is known as
"malicious associations." These laptops, referred to as "soft APs," are
producedwhenahackerinstallssoftwarethatdisguisestheirwirelessnetworkcard
asagenuineaccesspoint.Aftergainingaccess, thecrackercanplanttrojans, initiate wired network
attacks, or collect passwords.Layer 3 security measures like network authentication and
virtual private networks (VPNs) provide no defense because wireless networks function
at the Layer 2 level.Although they aid in security, wireless 802.1x authentications are
still susceptible to hacking.The goal of this
kindofassaultmightnotbetocompromiseaVPNorothersecurityprotocols. The
crackerisprobablymerelyattemptingtogaincontroloftheclientattheLayer2 level [54].

Ad-hocnetworks

Adhocnetworksmaypresentarisktosecurity.Peer-to-peernetworksbetween wire-
lesscomputerswithoutanaccesspointbetweenthemareknownasad-hoc
networks.Althoughthesenetworksaretypicallynotverysecure,securitycanbe
addedbyusingencryptiontechniques[54].

Non-traditionalnetworks

Non-traditional networks, including Bluetooth personal networks, are vulnerable to
hackingandshouldbeconsideredasecurityrisk. Wirelessprintersandcopiers,
handheldPDAs,andbarcodereadersshouldallbesecured.ITprofessionalswho
haveonlyconcentratedonlaptopsandaccesspointsmayeasilyignoretheseatypical networks [54].

Identitytheft(MACspoofing)
WhenacrackercanlisteninonnetworktrafficanddeterminetheM A Caddressof

acomputerwithnetworkprivileges,identitytheft(alsoknownasM A Cspoofing)
takesplace. ThemajorityofwirelessnetworksprovideM A Cfilteringinsomeform,
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whichrestrictsnet-workaccesstoauthorizedmachineswithparticularMACIDs.
Nonetheless, there are some programs with the ability to "sniff" networks.The cracker
can easily overcome that obstacle if they combine these programs with
othersoftwarethatenablesamachinetopretendtohaveanyM A Caddressthey want [54].

Man-in-the-middleattacks

Computers configured as soft access points (APs) are lured into logging in by a man- in-the-
middleattacker. Aftercompletingthis, thehackerusesasecondwirelesscard
toconnecttoalegitimateaccesspoint,ensuringaconstantflowoftrafficfromthe
hackingPCtotheactualnetwork. A fterthat,thehackercansniftthetraftic[54].

Inordertocarryouta"de-authenticationattack," onekindofman-in-the-middle at-tack depends
on security flaws in  challenge and  handshake  protocols.Computers
connectedtotheAParecompelledbythisassaulttodisconnectandre-connectto
thecracker’ssoftAP.SoftwarelikeL ANjackandAirJack,whichautomateseveral
phasesoftheprocess,improvesman-in-the-middleattacks.Scriptkidscannowdo
thingsthatoncerequiredsometalent. Duetothelackofsecurityonthesenetworks,
hotspotsareespeciallysusceptibletoattacks[54].

Denialofservice

Whenanattackerpersistentlyfloodsatargetednetworkoraccesspoint(AP)with false requests,
failure =~ messages,  premature successful ~ connection  messages, and/or
otherorders,it’sknownasadenial-of-
serviceattack(DoS).Thesepreventauthorizedusersfromconnectingtothenetworkandmayp
otentiallyresultinnetwork

failure. ThemisuseofprotocolsliketheExtensible AuthenticationProtocol(EAP)
isthefoundationoftheseattacks[54].

Networkinjection

Accesspointsexposedtounfilterednetworktraffic,particularlybroadcastingnet-
worktrafficlike"SpanningTree"(802.1D),0SPF,RIP,andHSRP,canbeusedby
acrackerinanetworkinjectionattack.Thecrackeraffectsrouters,switches,and
intelligenthubsbyinjectingfakenetworkingre-configurationcommands. Thiscan
bringdownanentirenetwork,necessitatingarebootorevenareprogrammingof
everyintelligentnetworkingdevice[54].

CaffeLatteattack

WEP can also be defeated with the Caffe Latte attack.Using this exploit does not require
the attacker to be in the vicinity of the network.It is feasible to get the WEP key from a
distant client by employing a procedure that targets the
Windowswirelessstack. Theattackerexploits802.1 | WEP’smessagemodification
vulnerabilities and shared key authentication by issuing a barrage of encrypted ARP requests.
Inlessthansixminutes,theattackerobtainstheWEPkeybyusingthe ARP answers.
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Eavesdropping

Unauthorized access to data in transit between devices is possible through an eaves-
droppingattack,whichtakesadvantageofunprotectednetworks.Byinterfering
withwirelesscommunicationsystems,attackerscanobtainprivateinformationsuch
asemails,passwords,andpersonalinformation.Furthermore,afterestablishinga
networkbreach,hackerscanalsoremoveoralternetworkdata.

JammingA ttacks

Attacksknownasjammingoccurwhenmalevolentnodespurposefullydisruptnet-
worksinordertopreventlegitimatetransmission. Thegoalofthejammersthat

targetO W Csystemsistostoplegalcommunicationsbyintroducingopticalnoise
andcontinuoussignalsthatobstructthereceiversideofthesignal.Forinstance, the OWC
system cannot function and receive the data if the jammer knows the
locationofthereceiverandtransmitsopticalsignalstothereceiverinanattempt
todisruptorblocktheopticalsignalscomingfromthetransmitteraccurately.

2.4.3 SecuringWirelessNetworks

Useof Encryption

To protect wireless networks from unauthorized access and data breaches,
encryption plays a crucial role. Encryption converts data into a coded format,
making it unreadable to anyone who doesn't have the correct decryption key.

Turnoffidentifierbroadcasting

Identificationbroadcastingisafeaturefoundinthemajorityofwirelessrouters. It
announcesitspresencebysendingasignaltoanynearbydevices.Ifthenetworkuser
isalreadyawareofthisinformation,there’snoneedtobroadcastit. Hackerscan target
susceptible  wireless networks by using identification  broadcasting.Identifyer
broadcastingcanbedisabledifyourwirelessrouterpermitsit[54].

Changetheidentifieronyourrouterfromthedefault

Theidentifierforyourrouterislikelytobeastandard,defaultiDassignedbythe
manufacturertoallhardwareofthatmodel. Evenifyourrouterisnotbroadcastingitsidentifiert
otheworld, hackersknowthedefaultiDsandcanusethemto try to access your
network.Change  your  identifier to something only you  know,
andremembertoconfigurethesameuniquelDintoyourwirelessrouterandyour
computersotheycancommunicate.Useapasswordthat’satleast1Ocharacters
long:Thelongeryourpassword,theharderitisforhackerstobreak|54].

Changeyourrouter’spre-setpasswordforadministration

Y ourwirelessrouter’smanufacturermostlikelyprovidedadefaultpasswordthat
youcanusetoconfigureandcontrolthedevice.Changeittoapasswordthatonly
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you know because hackers are aware of these default ones.The difficulty of cracking
apasswordincreaseswithitslength[54].

Allowonlyspecificcomputerstoaccessyourwirelessnetwork

A distinct Media Access Control (MAC) address is given to each computer that
canconnecttoanetwork. Typically,wirelessroutershaveafeaturethatrestricts

networkaccesstodeviceswithspecificM ACaddresses.AfewhackershaveMAC  addresses
that are replicated, so don’t depend just on this stage.Turn off your
wirelessnetworkwhenyouknowyouwon’tuseit

Hackerscannotaccessawirelessrouterwhenitisshutdown. Ifyouturntherouter
offwhenyou’renotusingit,youlimittheamountoftimethatitissusceptibleto a hack [54].

2.4.4 DatalntegrityMechanisms

Toguaranteedataintegrityandreliability,errordetectionandcorrectionareessentialindatatrans
mission.Avarietyofmethodsareusedtofindandfixproblems
thatcouldbecausedbynoise,interference,orothercommunicationchannelimpairments [56].

Paritycheck(singleandtwo-dimensional): Tomakethetotalnumberofls in a collection of
data bits either even (even parity) or odd (odd parity), a parity
bit(eitherOor1)isadded. Anoddnumberofbitmistakescanbedetectedbyit.

Checksum:Thedataisseparatedintoequalpartsofnbitsusingthisprocedure.
Binaryadditionisusedtocombinethesegments, andthesumiscomplemented
beforebeingtransmittedwiththedata. AchecksumofOindicatesthatthedatais error-free.

Cyclic redundancy check CRC:CRCusesafixedbinarydivisortodividethe
binaryrepresentationofthedatapolynomially. TheremainingamountistheCRC
codethatisappendedtotheinformation. Theda-taisassumedtobeaccurateif
thereceiverdividesitbythesamedivisorandthereisnoresidue.

Automaticrepeatrequest(ARQ): Whenerrorsaredetectedusingoneofthe
detectionmethods,theARQprotocolisusedtorequestthesendertoretransmit the data.

Forwarderrorcorrection (FEC):Thisentailsencryptingthedatasothaterrors can be found and
fixed by the recipient without requiring retransmission.

Convolutional codes: TheseareemployedinFEC,wheretheencodercreates
outputbitsthatarefunctionsofthecurrentandpreviousinputbitsafterprocessing the input data in
a streaming fashion.

2.4.5 FutureTrendsinLi-FiSecurity
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Researchers are constantly working to develop wireless networks that provide users
withfasterandmoresecuredatatransport.Overthelasttenyears, LiFitechnology
hasadvancedquicklytobecomeapracticalsourceothigh-bandwidthinternet.In the upcoming
years, the following major trends will influence LiFi security [57]:

AdvancedEncryption:Inordertobettersafeguardnetworkusers,end-to-end
encryptionmechanisms are al-ways being improved.The deploymentof improved network
security protocols will go more smoothly with the combination of Al-driven
encryptiontechniquesandquantumcryptography.System-
specificsecurityalgorithmsthatcaninstantlyadjusttocybersecuritythreatscanbecreatedusin
gmachinelearningtechnology.

Securingnetworkswithstricterauthenticationmethods:

Improvedinter- netusersecuritycanresultfromintegratingstrongauthenticationmethodsinto
already-
existingLiFinetworks.Strongpasswords,biometrics,andfingerprintrecognitionareexamplesof
authenticationtechniquesthatcanbeusedinconjunction withLiFitechnology’sbuilt-
insecuritycapabilities. Additionally,researchershave
mentionedambitionstoleverageblockchaintechnologyforuserlogmaintenance
andnetworkaccessmanagement.

IntegrationwithloTSecurity:

Fortech-savvyinternetusers,thegrowthofloT

ushersinaneweraofconnectivity. However,asloTnetworksgrowmoresusceptible
tocybercrimes,improvedconnectivityandcommunicationcomewithincreased
securityrequirements. Anentiresystem’sprivacyde-pendsonthenetworksecurity
providedbyLiFitechnologyasitisusedtolinkloTdevices. Thedevelopmentof
integratedsecuritysolutionsthatlowertheriskofdatabreachesinLiFi-backedloT
devicesmustthereforebeatoppriorityformanufacturers.

2.5 Real-worldApplicationsandFutureTrends

2.5.1 IntegrationintheHealthcareandIndustry4.0
Li-FiinHealthcare:

SecureDataTransmission:Li-Fiensureshighsecurityforsensitivepatientdata,
reducingrisksofcyberattacks.[58]

Interference-FreeCommunication: UnlikeWi-Fi,Li-Fidoesnotinterferewith
medicalequipment,makingitidealforhospitalsandsurgicalrooms[58].

Real-TimeMonitoring: Li-Fi-enabledloTdevicescantrackpatientvitalsand
transmitdatainstantlytohealthcareproviders[58].

EnhancedConnectivity: Hospitals can useLi-Fi forseamless communication be-

tweenmedicalstaff,improvingefficiency[58].

Li-Fi inIndustry4.0:
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e Ultra-FastDataTransfer:Li-Fienableshigh-speedcommunicationbetween smartma-
chines,improvingautomation[59].

e ReliableFactoryNetworks: IteliminatesRFinterferenceissuesinindustrial environments,
ensuring stable connections [59].

e Improved Security:SinceLi-Fisignalsareconfinedtolightedareas,datatrans-
missionismoresecurethantraditionalwirelessnetworks[59].

LiF Acces Point LiFi Access Point
mit Powerline-Modul i Powerline-Modul

Stromleitung

Powerline-
— Modul

Figure 2.10: Enhancing Healthcare Connectivity Through Li-Fi Integration

e OptimizedManufacturing:Li-Fienhancesreal-timedataexchangeinsmart
factories,boostingproductivity[59].

2.5.2 PotentialforUnderwatercommunicationandspaceExploration
UnderwaterCommunication:

Underwatercommunicationisessentialformarineresearch,security,andenviron- mental
monitoring. However, traditional communication methods face challenges due to water’s
physical properties.

CoreTechnologies:

e AcousticCommunication:Usessoundwavestotransmitdataunderwater.Itis
widelyusedbuthaslimitationslikelowdataratesandsignalattenuation.

e OpticalCommunication:Useslightwavesforhigh-speeddatatransmission.It
offersfastercommunicationbutisaffectedbywaterclarity.

e QuantumCommunication: A developing field that aims to provide secure underwater
data transmission using quantum principles.

49



Theoretical Foundationsand CoreTechnologies ofLi-Fi

e InternetofUnderwaterThings (IoUT): A network of underwater sensors and devices that
communicate in real time for research and industrial applications.

Applications:

e MarineExploration:Helpsscientistsstudyoceanecosystemsandunderwater life.
e EnvironmentalMonitoring: Trackspollutionlevelsandclimatechangesin oceans.

e Defense&Security:Used in submarine communication and underwater surveil- lance.

« offshorelndustries: Supportsoilandgasexplorationandunderwaterinfrastructure
maintenance.

Surface Support

Submarine

11 [

Underwater Sensor

Figure2.11:UnderwaterOpticalWireless CommunicationUsingLi-FiTechnology.

SpaceExploration:

Space exploration is advancing rapidly with Al IoT, and quantum communication playing
crucial roles.

CoreTechnologies:

AutonomousSpacecraft:Al-
poweredspacecraftthatnavigateandmakedecisionswithouthumanintervention.

QuantumCommunication: Enablessecuredatatransmissionacrossvastdistances in space.

InterplanetaryInternet:A communication network designed to connect Earth,
satellites,andfutureMarsmissions.

Advanced Robotics:Used for deep-space exploration, allowing probes to analyze dis-tant
planets and moons.

Applications:
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Planetary Exploration:HelpsscientistsstudyMars,theMoon,andothercelestial bodies.
SatelliteCommunication:Enhancesglobalconnectivityandspace-basedre- search.
Astrobiology:InvestigatesthepossibilityoflifebeyondEarth.

SpaceColonization:supportsfuturehumansettlementsonMarsandbeyond

2.5.3 DevelopmentOfLI-FI6GandBeyond:

The development of Li-Fi in 6G and beyond is shaping the future of ultra-fast,
secure,andenergy-efficientwirelesscommunication.Li-Fi,whichusesvisiblelight for data
transmission, is expected to play a crucial role in next-generation net-
works,complementingtraditionalradiofrequency(RF)technologies.1.4.1Major
Advancements in Li-Fi for 6G:

- HigherDataSpeeds:

- Li-Fiin 6G aims to achieve terabit-per-second (Tbps) speeds, surpassing cur- rent 5G
capabilities.

— Thelnternational TelecommunicationUnion(ITU)hassetminimum6Grequirements,
including 1 Tbps peak data rates.

- IntegrationwithAI&IoT:

- Li-Fi will support Al-driven networks and massive IoT connectivity, enabling smart
cities, autonomous vehicles, and industrial automation.

- ReconfigurablelntelligentSurfaces(RIS)willenhanceLi-
Fisignalpropagation,overcomingline-of-sightlimitations.

- Ultra-LowLatency&HighReliability:

- 6G networks aim for microsecond latency, which is 1000 times lower than cur- rent
wireless standards.

— Li-Fi’ssecureandinterference-freenaturemakesitidealformission-critical
applicationslikehealthcareanddefense.

- Energy-Efficient&SustainableCommunication:
- Li-Fireduceselectromagneticpollutionandoffersgreencommunicationsolutions.

- FuturehybridLi-Fi/RFnetworkswilloptimizeenergyconsumptionwhile maintaining
high-speed connectivity.

Challenges& FutureResearch:

- Standardization&GlobalAdoption:Li-Fineedsindustry-widestandards for seamless
integration into 6G.
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- InfrastructureDevelopment:Upgrading. ED-basedcommunicationsystemsforwide-
spreadLi-Fideployment.

- SecurityEnhancements:Strengtheningdataencryptionandnetworksecurity for Li-Fi-
enabled 6G applications.

2.6 Conclusion

This chapter has provided an in-depth exploration of the fundamental and
advancedconceptsthatdefineLi-FianditsrolewithinthebroadercontextofOptical
WirelessCommunication(OWC).Beginningwithanoverviewoftheelectromagneticspectru
mandtheuseoflightasatransmissionmedium,weexaminedhow Li-
Fileveragesvisiblelighttoenablehigh-speed,secure,andefficientdatatransfer.
ThecomponentsofaLi-Fisystem,includingLEDs,photodetectors,andmodulation
techniques such as OOK, PAM, and OFDM, were discussed to highlight the
technicalfoundationsthatmakeLi-Fiaviablewirelesscommunicationtechnology.

Thechapteralsodelvedintomultipleaccesstechniquesandsignalprocessingmethods, which are

critical for ensuring efficient communication n multi-user
environments. ThelimitationsofLi-Fi,suchasitsrelianceonline-of-sightandsensitivity
toambientlight,wereacknowledgedalongwithproposedsolutionstoovercome these
challenges.

Moving beyond the basics, we explored advanced concepts such as the integration ofLi-
FiwithloTandsmartdevices,thepotentialofhybridLi-Fi/Wi-Finetworks,
andtheroleofartificialintelligenceinoptimizingLi-Fisystems.Issuesrelatedto
energyefficiencyandthechallengesofscalinglLi-Fiforwidespreadusewerealso addressed.

Asignificantportionofthechapterwasdedicatedtothesecurityandintegrityof datainLi-
Finetworks. Wecoveredinherentsecurityfeatures,potentialthreatsand vulnerabilities, and the
implementation of encryption methods like AES, RSA, and
QKD.DataintegritymechanismsandfuturedirectionsinLi-Ficybersecuritywere
alsodiscussed,emphasizingthetechnology’scapacityforsecurecommunication.

Finally,welookedatreal-worldapplicationsacrosshealthcare, Industry4.0,underwater
communication, and space exploration, and considered how Li-Fi is paving the
wayfor6Gandfuturecommunicationparadigms.

Insummary,thischapterestablishesLi-Fiasapromisingnext-generationwireless
communicationsolution,offeringnotonlyhigh-speeddatatransferbutalsosecure andversa-
tileapplicationsacrossawiderangeoffields.

52



Chapter3

DesignandImplementationofa Li-
FiSystem
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3.1 Introduction

ThischapterpresentsapracticalLi-FiapplicationthattransmitsaudiofromaPC
orsmartphonetoaspeakerusingvisiblelight. Thesystemusesahigh-brightness LED  to
modulate the audio signal, along with a photodetector coupled with an
LM386amplifiertoreceiveandplaythesound.Unliketraditionalwirelessmethods,  this  setup
offers a simple, low-cost, and interference-free approach to transmitting
audiowithoutrelyingonradiowaves.TheobjectiveistodemonstratehowLi-Fi
canbeusedforreal-timeanalogaudiocommunication, particularlyinenvironments
whereelectromagneticnoiseisaconcern.

3.2 SystemOverview

I.Blockdiagramofthefullsystem:

The block diagram illustrates the complete signal path of the Li-Fi audio trans- mission
system.It begins with an audio source (such as a PC or smartphone),
whichsendsananalogsignaltothemodulationcircuit. Thiscircuitdrivesahigh-
powerLED,convertingtheelectricalsignalintomodulatedlight. Thelighttravels
throughopenspaceandiscapturedbyaphotodiode,whichconvertsitbackintoan

electricalsignal. ThisweaksignalisthenamplifiedusinganL M386amplifier,and
finallyplayedthroughaspeaker,reproducingtheoriginalsoundwirelesslyusing only light as

the medium.
Source Amplifier .Op tical Photodiode / Amolifi
Signal Input interfaces Solar Panel mplifier
(air, water
...ect)

Speaker

Figure3.1:BlockdiagramofthefullLi-Fisystem.

I1.SignalFlowDescription

TheaudioLi-Fisystemdevelopedinthisprojectfollowsasimpleyeteffectivesignal pathway,
allowingreal-timetransmissionofanalogsoundthroughvisiblelight. This
sectionoutlinesthekeystepsinvolvedinthesignalflow,fromtheaudiosourceto  the  final
sound output through the speaker.
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A. AudioSignallnput(PC/SmartphoneSource)

TheprocessbeginswithananalogaudiosignalgeneratedbyaPCorsmartphone,
typicallyviaa3.5Smmheadphonejack. Thissignalcarriestheelectricalrepresentationofsound,
whichvariesinvoltageaccordingtotheamplitudeandfrequency of the audio.

B. Modulationand LEDTransmission(Transmitter)

TheaudiosignalispassedthroughacouplingcapacitortoremoveanyDCcom-
ponent,thenfedintoacircuitthatdrivesahigh-powerwhiteLED.Asthesignal ~ varies, it
modulates the intensity of the LED light,Brighter when the signal is high, dimmer when
it’s low.This is known as analog intensity modulation.The LED thus converts the
electrical  signal into a  rapidly varying beam  of light that
reflectstheoriginalaudiowaveform.

C. Free-SpaceOpticalChannelThemodulatedlightistransmittedthrough free space
from the LED to a photodetector.Since the transmission uses visible
light,itrequiresaclearlineofsightandissusceptibletointerferencefromambient light sources,
distance, and obstacles in the path.

D. ReceptionandSignalConversion(Photodetector)

Atthereceiver,aphotodiodeorphototransistordetectstheincomingmodulated light.
Itconvertsthefluctuatinglightsignalbackintoasmallelectricalcurrentor
voltage,whichrepresentstheoriginalaudiowaveform.However,thissignalistoo weak to drive
a speaker directly.

E. AmplificationandAudioOutputTheweakelectricalsignalfromthephotodetectorisrout
edintoanLM386low-voltageaudioamplifiercircuit. Thisstage
booststhesignaltoasufficientleveltodrivean§8-ohmspeaker,allowingtheoriginal
audiotobeplayedclearly. Thespeakeremitsthesoundinreal-time,completing
thetransmissionchainfromPCorphonetoaudio outputusingonlylightasthe
transmissionmedium.

3.3 ComponentsandMaterialsUsed

- LEDs

Theprimaryopticaltransmitterinali-Fisystemisthe LED.Ittransforms
electricalsignalsintovisiblelight,theintensityofwhichchangesaccordingon
thesignal’samplitude. Thesechangesareanalogoustosoundwavesinaudio transmission
and to Dbinary states in digital applications.Because of their
luminousefficiency,quickresponsetime,andadequateopticalpower,high-
brightnessLEDsarepreferredforimprovedreceptionoverlongerdistances
andinthepresenceofambientlightinterference.Inanalogmodulation,their
linearresponse range is also crucial forpreserving signal integrity.

WhyChosen:

- Fastswitchingresponsesuitableforaudio-frequencymodulation.
- Brightandeasilydetectablebyphotodetectors.

- Cheap,accessible,andeasytointegrateintocircuits
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— PhotodiodeorPhototransistor

InLi-Fisystems,theselight-sensitivesemiconductorchipsserveasoptical
receivers.Changes in light intensity are detected by a photodiode or
phototransistor,whichthentransformsthemintotinyelectricalsignals. These
signalsreflecttheaudiowaveformmodulatedontotheLEDinaudio-based Li-Fi.Solar
cells offer the benefit of having a greater surface area and can alsobeutilizedforlow-
speedcommunication.Sensitivity,reactionspeed,and gain requirements all influence
the decision.To convert the optical signal
backintoanelectricalformthatmaybeamplified,playedback,ordecoded,
photodetectors are necessary.

WhyChosen:

- Sensitivetorapidchangesinlightintensity.

- Convertsoptical variations into corresponding voltage orcurrent.
- Small,affordable,andhighlyresponsivetovisiblelight.

- LM386AudioAmplifierIC

Low-voltageaudiopoweramplifiersliketheLM386aremadeforconsumer- grade audio
equipment.It is employed in the receiver unit of Li-Fi applications to boost weak
electrical ~ signals produced by the photodiode or phototransistor.
Thesesignals,whicharetoofainttodirectlydriveaspeaker,arethedemodulatedformofth
etransmittedlight. TheLLM386isperfectforportableLi-Fi
systemssinceithasenoughgainandrunswellwithfewextracomponents.It
guaranteesthatthelistenerhearsanaccurateandreal-timereproductionof
theoriginalinputwhilemaintainingaudiointegrity.

WhyChosen:

- Specificallydesignedforlow-voltageaudioamplification(idealfor9Vsystems).

- Simpletouse,withadjustablegain.

- Popularinaudiocircuitsandavailablewithminimalexternalcomponents.

- OperationalAmplifierUA741

AnalogsignalamplificationisaccomplishedwiththeuA 741,ageneral-purpose
operationalamplifier. Theaudiosignalfromacomputerorsmartphoneisfirst
amplifiedintheLi-FitransmitterbeforebeingsenttotheLED.Tosuccess-

fullyadjusttheLED sintensityinrhythmwiththeincomingaudio, aclear,
powerfulsignalisrequired. Accurateanalogtransmissionovervisiblelight
requiresfine-tuning,whichismadepossiblebythe741’sfeedbackandgain control

capabilities.This element improves overall communication quality by
guaranteeingsignalstrengthwithoutdistortion.

WhyChosen:
- Booststhe audiosignal beforeit drivesthe LED
- Operateswithsingle-supplyvoltagesandsupportsfeedbackforgaincontrol.
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— Transistors
TheBC548isalow-power,general-purposeNPNtransistorthatcanbeused
asanamplifierorswitch. ItisusedinLi-Ficircuitstoincreasetheop-amp’s

signalsothattheLEDisdriven. Thetransistorfunctionsasacurrentamplifierbecauseop-
ampsareunabletodeliverhighcurrent.Itguaranteesthatthe LED gets enough current to
produce light that is intense enough to be
successfullynoticedonthereceivingend. Thiselementisessentialforbridging the gap
between light emission and signal conditioning.

WhyChosen:
- Amplifiesthecurrentoutputfromtheop-amptodrivetheLEDsafely.

— Capacitors

InaLi-Fisystem,capacitors(passiveenergystoragecomponents )haveseveral

functions. Theyfunctionascouplingcapacitorsintransmittercircuits,blocking DC
voltage while permitting AC (audio or data signals) to flow through and regulate
the LED. This guarantees that light output is solely impacted
bythesignal’sdynamicportion,ortheinformationthatisvaluable.Capacitorsarealsoem
ployedforfilteringinreceivercircuits;theyreducenoiseand
powerlinevoltageswings,enhancingthedemodulatedsignal’sstabilityand
clarity.Inordertomaintainsignalfidelityduringtextandaudiotransmission,
capacitorvaluesarecarefullyselecteddependingonfrequencyresponse.

WhyChosen:

- BlocksDCandallows ACsignalstopass.

- Smoothsoutvoltageandpreventssignaldistortion.
- Essentialinamplifierandaudiostages.

— Resistors

Resistorsarecrucialpassivepartsthatpreciselyblockthepassageofelectricalcurrent.Res
istorsareemployedinLi-Fitoregulatethecurrentpassing through the LED, which is
essential for preserving a steady and secure op-
ticaloutput.Signalintegritymaybejeopardizedbyexcessivecurrentsince it can harm
the LED or alter the Ilinearity of modulation.Resistors are
employedinvoltagedividersetupsandfeedbackloopstoregulategainandinput
impedanceinamplifiercircuits(liketheLM386orop-ampbaseddesigns). This has a
direct effect on the system’s accuracy in amplifying signals from
thephotodetector,whichcanalterthereceiverend’ssoundordataclarity.
WhyChosen:

- ProtectLEDsandsetgainlevelsinLM386

- Controlbiasingandsignalstrengthinthecircuit.

- Providestabilityandsafety.
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— Potentiometer(VariableResistor)

A three-terminal resistor with a sliding or revolving contact that modifies
resistanceiscalledapotentiometer.ItsmainfunctioninLi-Fisystemsisto
tunethestrengthofthemodulationsignaltransmittedtotheLEDbyvarying
thegainofanop-amporpreamplifierstage. Thisensuresappropriatelight
modulationwithoutdistortionorsignalclippingbyassistinginadaptingthe
transmittercircuittovaryinginputsignallevelsfromPCsorcellphones.For ~ analogLi-
Fitopreservesignalintegrityoverarangeoftransmissionlengths,
precisegaincontrolisessential.

WhyChosen:
- Allowsfine-tuning ofop-amp gainin themodulation stage.
- Offersadaptability fordifferent inputsignalstrengths.

- PowerSupply
Theelectricalenergyrequiredtorunalloftheactivepartsinthetransmitterandreception
unitsissuppliedbythepowersupply.Analogcircuitslike
theLM386audioamplifierandthe741op-amparefrequentlypoweredbya
9Vbattery,whereasArduinomicrocontrollersanddigitallogiccomponents
requirearegulated5Vsource. Topreventdistortioninthebroadcastorreceivedsignal the
powersourceneedstobesteadyandnoise-free.Maintaining
signalfidelityacrossopticalchannelsinLi-Fisystemsrequiresconsistentlight
modulationandamplificationquality,whichcanonlybeachievedwithclean and
adequate power.

- WhyChosen:
- 9Vmatches. M386requirements.
- Portableandsafeforlow-powerapplications.
- Simplifiesfieldtesting.

— Jumper Wires/ Connectors

Electricalconnectionsbetweenmodules,suchasArduinoboards,LEDs,and
sensors,orbetweencomponentsonbreadboardscanbemadeflexibleandmodularwithjumper
wires.Jumperwiresmaketestingeasierandenablesimple
circuitconfigurationchangesinLi-Fiprototypes.Reliableconnectionbetween
discretecomponentsisfurthersupportedbyconnectorsandsockets. Theirap-
plicationfacilitatesquicktroubleshootingandupdates,improvescircuitclarity,andlowers
theamountofsolderingneededduringdevelopment. Theyare  especially crucial —for
maintaining continuity and reducing connection-related
mistakeswhileverifyingsignalintegrityduringthetransmissionandreceiving phases.

WhyChosen:

- Flexibleand easy touse for modular setup.

- Helpsbuild neatand organized circuits.

- CompatiblewithbreadboardsandPCBs.

— solarpanel(6 volt)
is a device that convertssunlight into electricity using photovoltaic (PV) cells.
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3.4 TransmitterDesign

e First Circuit

Thiscircuitisabasicdesignedtosendaudiosignalsthroughvisiblelightusingan
LED.Itconsistsofa9Vbattery,acurrent-limitingresistor(360ohms),anLED,
andanaudioinputsource. Theaudioinput(suchasfromaphoneorMP3player)
isconnecteddirectlytothecircuit,allowingtheaudiosignaltomodulatetheLED. As the audio
signal fluctuates,it causes variations in the current flowing through the
LED,whichinturnchangestheintensityofthelightemitted. Theserapidchanges
inbrightness,althoughnotvisibletothehumaneye,carrytheaudioinformation through light.

Theresistorinthecircuitservestolimitthecurrentflowingthroughthe LEDto prevent it from
burning  out.The battery provides the necessary bias voltage to
powertheLED.Whenanaudiosignalispresent,the LED’slightintensityvaries
accordingly,effectivelyencodingtheaudioontothelightbeam.

R1
| $ 360o0hm
Afio input RED LED
| 2V 20mA
BAT1 |
h-—-{:
.......... W . . . - . - . - . . - . . + . . . . . . . - . -

Figure3.2:Li-Fiaudiotransmittercircuit

SecondCircuit

ThisupdatedLi-
Fiaudiotransmittercircuitisdesignedtowirelesslytransmitaudiosignalsusinglight.ItusesanL
M741op-amptoamplifyaudiofromadevicelike a phone, with input filtered through a 0.1MF
capacitor (C1) to block DC
componentsandpassonlytheaudiosignal. Thegainiscontrolledbyafeedbacknetwork
consistingof100kresistors(R1,R4)anda470kvariableresistor(RV1),allowing
adjustmentoftheamplificationlevel. Theamplifiedsignalisthenpassedthrough
C3(470uF)tothebaseofaBC548transistor(Q1),whichservesasacurrentamplifier. This
transistor drives a white LED (D1), whose brightness modulates in response to the audio
signal. The varying light intensity carries the audio information.A 9V battery powers the
entire circuit, and capacitors C3 and C4 help maintain voltage stability for smooth
operation.This  design provides a simple, cost-effectivedemonstrationofLi-
Fi(LightFidelity)foraudiotransmissionusing visible light
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Figure3.3:Li-FiAudioTransmitterCircuitBasedonLM74 1 Amplifier.
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SignalflowDescription:

Audio Input:An audio signal (e.g., from a phone or MP3 player) is fed into the circuit
through the input terminal.

DCBIlocking: TheaudiosignalpassesthroughcapacitorC1(0.1MF),whichblocks any DC
component and allows only the AC (audio) signal to proceed.

Signal Amplification(Op-AmpStage): Thefilteredaudiosignalisfedintothenon-
invertinginputoftheLM 74 1operationalamplifier. Theamplifierbooststhesignal strength
based on the gain set by R1 (100k), R4 (100k), and RV1 (470k).

CouplingtoTransistor:Theamplifiedsignalfromtheop-amp’soutputispassed
throughcapacitorC3(470uF)toremoveanyDCoffsetandthensenttothebase of the NPN
transistor (Q1 - BC548).

TransistorSwitching&Amplification: ThetransistorQ 1operatesinactivemode, amplifying
current to drive the LED. The signal at the base controls the current flowing from
collector to emitter.

LED Modulation:The white LED (D1), connected at the collector, emits light
whoseintensityvariesinsyncwiththeaudiosignal. Thisvariationinbrightness

carriestheencodedaudioinformationaslight

PowerSupplyStabilization: Theentirecircuitispoweredbya9Vbattery(BAT1), while C4
(10 puF) helps filter and stabilize the supply voltage to ensure smooth operation.
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ThirdCircuit

ThisLi-Fitransmittercircuitusesahigh-powerwhiteLEDtotransformananalog
audiostreamintomodulatedvisiblelight. Thedeviceusesintensitymodulation,
whichallowsthe LED’sbrightnesstochangeinproportiontotheaudiosignal, to
wirelesslytransfersoundthroughlight. Thisisabasicillustrationofanalogoptical
communicationthatisperfectforillustratingthefundamentalprincipleofLi-Fiin practical
learning or prototyping settings.

Step-by-Step Flow of Signal in a Li-Fi Audio Transmitter:

Audio Potentiome Capacitor Capacitor
Source ter (RV1) (C1) — (C2)

Carrying Audio Signal . -

Figure3.4: Block Diagram Li-Fi Audio Transmitter Circuit Base on LM386 Amplifier
Functional Roles of Li-Fi Audio Transmitter Elements:

= Audio Source (e.g., phone, microphone)
= Potentiometer (RV1): Volume Control
= Capacitor (C1): DC Block/Filter

=  Audio Amplifier (LM386 - U2)

= Gain Control (RV3, C3, C4)

= Coupling Capacitor (C2)

= Signal Conditioning (R2, RV2, R4)

= High Brightness White LED (D1)

Figure3.5:Li-Fi Audio Transmitter CircuitBased on LM386 Amplifier.
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Thecircuit’scentralcomponentisalow-voltageLM386audioamplifiersetupto
runathighgain. Theamplifiergeneratesaclear,amplifiedoutputafterreceiving
inputviaa3.5mmjackfromaconventionalanalogaudiosource,suchasacomputer or
smartphone.The LED is then driven after this output has been filtered and shaped.

SignalFlowDescription:

InputSignalConditioning:

A 100 pF coupling capacitor (C1) filters out any DC components in the audio signal
before sending solely the AC (audio) portion to the amplifier.Before the signal reaches
the amplifier, it is adjusted by a 10k variable resistor (RV1).To match the signal levels
from different devices, this step is essential.

AmplificationwithLM386:A 10uFcapacitor(C4)ispositionedbetweenpins 1 and
8toenabletheLM3861C(U2)tooperateinitsmaximumgainconfiguration(gain
=200).Inordertodrivethesubsequentstep,theamplifierbooststheloudnessof
theaudiosignal. Thisguaranteesthatthemodulatingsignalispowerfulenoughto
causediscerniblechangesintheLED’sbrightness.

OutputSignalShaping:Tosmooththesignalandmaintainwaveformfidelity,the =~ LM386’s
amplified output is sent through an RC low-pass filter (C2 = 0.047 uF,
R4=100)toremovehigh-frequencynoiseorspikes. Thisadditionalpotentiometer
(RV2)enablesmanualcontrolofthecurrentflowingtothe LED.

LEDDriverandOpticalOutput:Current-limitingresistors(R1,R2=56)arethen
usedtosendthefilteredandconditionedsignaltoawhiteLED(D1).Thelight
intensitychanges(modulates)asaresultofthecurrentflowingthroughthe LED
changinginresponsetothewaveformoftheaudiostream. Thesoundinformation
istransmittedtoaremoteopticalreceiver(suchasaphotodiodeorsolarpanel)via
thismodulatedlightbeamtravelingthroughfreespace.

PowerSupplyConfiguration:A9Vbattery, apopularoptionforportableanalog circuits,
powers the circuit.Because the LM386 is designed to operate at low
voltages,a9VsupplyisadequatetoprovidereliableLEDperformanceandstrong amplification.
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3.5 ReceiverDesign

First Circuit

This circuit represents a simple Li-Fi receiver designed to convert light signals back into
sound using a solar panel and a speaker.

Themaincomponentofthisreceiveristhesolarpanel,whichactsasalightsensor. When
modulated light "such as that coming from an LED in a Li-Fi transmitter " strikes the
solar panel, it generates a small, varying voltage depending on the intensity of the
incoming  lightIn a Li-Fi  system, this modulated light contains
audioinformation(soundconvertedintolightvariations),andthesolarpanel’sjob
istocapturethesevariationsandconvertthembackintoanelectricalsignal.

Theelectricaloutputfromthesolarpanelisdirectlyconnectedtoaspeaker.As
thepanelreceivesfluctuatinglightintensities(matchingtheaudiowaveform),it
producesacorrespondingfluctuatingelectricalsignal. Thesevariationsdrivethe speaker
diaphragm, which in turn reproduces the original audio signal.

SOLAR PANEL

6V 1w

AUDIO AMPLIFIER

Sohm

Figure3.6:Li-Fiaudioreceivercircuit
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SecondCircuit

TheLi-Fiaudioreceiverconsistsofseveralkeycomponentsarrangedtoconvert modulated
light signals into sound.At the input stage, a photodiode detects the
incominglightsignalsandgeneratescorrespondingelectricalpulses. Thissignalis
thenrefinedusingavariableresistor,whichallowsformanualadjustmentofsignal

strength. TheamplifiedsectionfeaturesaBC548NPNtransistor,responsiblefor boosting the
weak electrical signals from the photodiode to a level suitable for
drivinganoutputdevice. Thefinalstageincludesan8-ohm,5-wattspeaker,which
translatestheprocessedsignalsintoaudiblesound. Apowersupply(VCC)ensures
sufficientvoltageforcircuitoperation,whileagroundconnection(GND)maintains
circuitstability. Thearrangementofthesecomponentscreatesastraightforward
yeteffectivedesignforwirelessaudiotransmissionusinglight,demonstratingthe
potentialofLi-Fitechnologyinpracticalapplications.

Step-by-Step Flow of Signal in a Li-Fi Audio Receiver:

: _ Outputs the
Light - - P]m(t;d.;ode Poter(an%neter Transistor Amplifier Audio amplifier [JJIes sound as
o - 1 4 Speaker  OLEEEEE ' .
Signal S~eal (Q1-BC548) BEAREt Tl audible audio

Figure3.7: Block Diagram of a Li-Fi Audio Receiver circuit
Functional Roles of Li-Fi Audio receiver Elements:

=  Photodiode (D1): Converts light to electrical signal

= Potentiometer (RV): Adjusts signal sensitivity

* Transistor Amplifier (Q1 - BC548): Amplifies the weak electrical signal
= Audio Amplifier + Speaker: Signal Boosting

i ...... aonmis-« ........
= i I !
P D1 | | |

Figure3.8:Li-Fiaudioreceivercircuit
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Signalflow:

1. LightSignalDetection: Thephotodiodecapturesmodulatedlightsignals.

2. SignalAdjustment: Thevariableresistorrefinessignalstrengthforstability.

3. SignalAmplification: The BC548 NPN transistor boosts the weak electrical signal.
4. AudioConversion: Theamplifiedsignalisfedintothe8-ohm,5-wattspeaker.

5. PowerManagement:Thepower supply(VCC)ensures propervoltage distribution.
6. CircuitStability: Theground(GND)maintainsreliableoperation.

ThirdCircuit

A photodiode is used in this Li-Fi receiver circuit to transform modulated light
intoafaintelectricalsignal. TheLM386audioamplifiergreatlyincreasesthesignal after it goes
through a  potentiometer and coupling capacitor.The  sensitivity  of
theamplifierisadjustedbyagaincapacitor,andcleanandsteadysignalflowis guaranteed by
bypass and output capacitors.After that, a speaker receives the amplified audio to play it
back.This circuit, which is powered by a ov battery,
successfullyillustratesthefundamentalideaofturninglight-basedaudiosignals into sound.

Figure3.9:Photodiode-BasedLi-FiReceiverwithLM386AudioAmplifier.

SignalFlowDescription

Thephotodiodeinitiallycapturesthemodulatedlightcarryingtheaudiosignaland
transformsthelightfluctuationsintoaweakelectricalsignal. Afteradjustingthe
inputlevelwithal Okpotentiometer,thissignalpassesviaacouplingcapacitorto
preventanyundesiredDC, Acapacitorbetweenpins 1and8setsthegainatwhich
theconditionedsignalisamplifiedafteritenterstheLM386amplifieratitsnon-
invertinginput(pin3).Beforethesignalreachesthespeaker,whichtransformsit
intosound,itisfirstrunviaanoutputcapacitortoeliminateanyDCcomponents.
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3.6 PracticalAssemblyofLi-FiAudioTransmission
System

This image (Fig 3.10) illustrates the physical implementation of a simple Li-Fi audio
transmission system built for experimental validation. The setup consists of a red
LED acting as the optical transmitter, a solar panel functioning as the light-based
receiver, and basic passive components including a resistor to limit current. Audio
signals are fed directly from a smartphone through a 3.5mm jack, modulating the
LED light intensity. The solar panel captures this modulated light and converts it
back into electrical signals. The circuit is powered by a 9V battery and assembled
on a breadboard for ease of testing and adjustments. This minimalist configuration
successfully demonstrated light-based audio transmission in a low-complexity
environment, providing hands-on insight into the working principles of Li-Fi
communication.

Figure 3.10:Practicallmplementation ofa simple Li-Fi audio transmission system

Thisimage(Fig3.11)showsthecompletephysicalsetupofourLi-Fiaudiotrans-
missionsystemconstructedandtestedduringouruniversityproject. Thesystem
includesbothtransmitterandreceivercircuitsassembledonabreadboardanda
perforatedPCB(stripboard),usingcomponentssuchasLEDs,anL. M 741
amplifier,potentiometers,capacitors,andjumperwires. Apoweradaptersuppliesthe
requiredvoltage,andaspeakerisconnectedforreal-timeaudiooutput. Thecircuit
wastestedwithactualaudioinputsignalsfromaPCandshowedreliableperformanceovershort
distancesincontrolledlightingenvironments. Thissetuphelped
validatethedesignthroughpracticalexperimentationandreal-worldconstraints.
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Figure3.11:Practicallmplementationofali-Fi-BasedAnalogAudio Communication Circuit
with LM741 Amplification

Thisimage(Fig3.12)showcasesthecompleteLi-Fiaudiocommunicationsystem
prototype,featuringbothtransmitterandreceivercircuitsassembledonperforated
PCBs.Thesetuputilizeshigh-intensityLEDsfortransmittingaudiosignalsanda
solarpanelasaphotodetectoratthereceiverend. AnLM386 amplifierisemployed to boost the
recovered signal, which is then output through a portable speaker.
Thesystemwaspoweredusinga9Vbatteryandsuccessfullydemonstratedanalog
audiotransmissionovervisiblelightinreal-time
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A \
e

Figure3.12:CompleteLi-FiAudioCommunicationSystemUsingLM386andSolar Panel.

This image (fig 3.13)& (fig 3.14) presents the complete physical setup of our final Li-
Fi audio transmission system designed and implemented as part of our graduation
project. The system combines a custom-built transmitter circuit based on the LM386
audio amplifier with a receiver circuit using the LM741 operational amplifier, enabling
clear transmission of audio signals using visible light. Both circuits are mounted on
stripboards and housed in transparent plastic enclosures for protection and portability.
Audio is input from a smartphone, and the transmitter amplifies the signal through a high-
intensity LED. On the receiver side, a photodiode captures the amplified light signal,
which is then further amplified and output through a connected speaker. Power is
provided using clip leads and external supplies. This mixed-architecture design was
chosen to optimize amplification efficiency and ensure signal clarity across the optical
channel, and it performed reliably in real-world testing environments, validating our
theoretical design choices.
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Figure3.13:Complete Physical Implementation of the Li-Fi Audio System Using LM386
and LM741 Amplifier Circuits.

Figure3.14: Complete Physical Implementation of the Li-Fi Audio System Using LM386
and LM741 Amplifier Circuits (from Different View Angle).
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3.7 ImplementationandTesting

3.7.1 Implementation:

DuringouruniversityresearchonLi-Fiaudiotransmission, weencounteredseveral
technicalchallengesthatrequiredextensivetestingandoptimization.Oneofthe
primarydifficultieswastheavailabilityofcomponents,ascertainspecialized
elementswereeitherhardtosourceorincompatiblewithourdesign. Toimprove
signaltransmission,weexperimentedwithmultipleLEDsofvaryingintensities
andcolors,includingwhite,blue,red,andyellow,todeterminewhichprovidedthe
bestaudioclarityandworkedmostefficientlywiththesolarpanel-basedreceiver.
Additionally,wefacedissueswithcutwiresinsidethecircuit,leadingustocon- duct continuity
tests to ensure proper electrical connections and prevent signal loss.

3.7.2 Testing:

TestProcedure
e ConnectedthePC’sheadphoneoutputtotheinputofthetransmittercircuit.
 Playeddifferentaudiotracksincluding voicerecordings,tones,andmusic.
e DirectedtheLEDbeamtowardthephotodiodeonthereceiverside.
e Graduallyincreasedthedistancebetweenthetransmitterandreceiver.

e Repeated the tests under different lighting conditions:total darkness, dim light, and bright
daylight.

e Observedthespeakeroutputforclarity,volume,andanydistortions.

» Loggedanyunexpectedbehaviororsignaldegradation.

ObservationsandResults

Table 3.1:Performance Observations of the Li-Fi Audio System Under Various

Conditions
TestCondition Observation
10-20cmdistance,dimlight Audioclearandstable.
lessthan1-meter,dimlight Slightlossinvolume,stillunderstandable.
1+meter,dimlight Noticeablesignallossandaudiodistortion.
Bright ambient light Significantinterference,weakornoaudio

output.

LEDmisalignedwithphotodiode Audiocutofforheavilydistorted.
Backgroundelectricalnoise Slightbuzzinginsomeconditions.
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3.7.3 SolutionsandImprovements

ToimprovetheoverallperformanceandreliabilityoftheLi-Fiaudiotransmission system,
several solutions and enhancements were implemented or proposed:

PhotodiodeShielding: Thephotodiodewasenclosedinablacktubeorshieldto minimize
ambient light interference and focus only on the transmitted signal.

Component Upgrade:Replacingthephotodiodewithamoreresponsivephoto-
transistororsolarcellenhancedsensitivityandallowedforclearersignalreception.

ModulationTechnique:Implementingamplitudemodulation(AM)onthetransmittersideanddem
odulationonthereceiversidecouldhelpreducedistortionand improve clarity, especially for
higher-quality audio.

Low-PassFiltering: Alow-passfilterwasaddedtothereceivercircuittoremove high-
frequencynoiseandbuzz,resultinginacleaneraudiooutput.

SignalAmplificationStagelmprovements: Theamplificationstageonthe receiver side
was upgraded using operational amplifiers (Op-Amps) with better gain control and less
distortion.

PowerBoosttoLED:Increasing the current to the LED (within safe limits) using
atransistordrivercircuitenhancedthebrightnessandstrengthofthetransmitted signal.

AutomaticGainControl (AGC):ProposeduseofAGCinthereceivercircuit
toautomaticallyadjustthesignalstrengthbasedondistanceorlightintensity.

Alignment Assistance:Using a visible laser pointer or alignment guide to ensure the
transmitter and receiver are properly aimed, especially for longer distances.

Ambient Light Compensation:Addingalight-sensingfeedbackmechanismto dynamically
adjust LED brightness or receiver sensitivity based on ambient lighting conditions.
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3.8 Conclusion

ThischapterpresentedacomprehensiveevaluationoftheLi-
Fiaudiocommunicationsystemdevelopedduringthecourseofthisproject.Followingthetheor

etical foundationandcircuit-leveldesigndetailedinearliersections—
includingthesystemoverview,componentselection, transmitterandreceivercircuitdevelopmen
t, andpracticalimplementation—thisphasefocusedonvalidatingthefunctionality

andperformanceoftheprototypethroughstructuredtesting.

The experimental results demonstrated that the system is capable of transmit-
tinganalogaudiosignalseffectivelyovershortdistancesusingvisiblelightasthe
transmissionmedium. Thedesignincorporatedabasicyetfunctionalarchitecture
involvingahigh-intensityLEDasalightsourceandaphotodiode-basedreceiver circuit,
withamplificationstagestoenhanceaudioclarity. Testingrevealedthat
successfultransmissionwashighlydependentonenvironmentalconditions,particularly ~ ambient
lighting and line-of-sight alignment between transmitter and receiver.

Severaltechnicalchallengeswereencountered, includingsignaldegradationun-
derbrightlightingandlimitedtransmissionrange. However,thesewerepartially mitigated
through targeted enhancements such as optical shielding, improved com- ponent selection,
and refined circuit tuning.Additional strategies—such as the
introductionoffiltering,powerregulation,andmodulationtechniques—werepro-
posedtofurtherimprovesystemperformance.

Overall,theimplementationandtestingphasesconfirmedthefeasibilityofusing Li-
Fiforshort-rangeaudiocommunicationandhighlightedbothitspotentialand
itslimitations. Thefindingsunderscoretheimportanceofcarefulcircuitdesign,
environmentalconsideration,anditerativetestingindevelopingopticalwireless
systems.Futureworkmayexploretheuseofdigitalmodulationschemes,adaptive
filtering,ormicrocontrollerintegrationtoenhancereliability,scalability,andnoise resilience.

This project serves as a practical introduction to visible light communication,
offeringvaluableinsightintotheoperationalbehaviorofLi-Fisystemsandpaving
thewayformoreadvancedapplicationsinwirelessdatatransferandembedded
communication technologies.
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GeneralConclusion

ThisresearchpresentsacomprehensiveinvestigationintoLi-Fi(LightFidelity)
technology,establishingitasaparadigm-shiftingalternativetoconventionalradio-
frequency(RF)wirelesscommunicationsystems.Byharnessingtheunderutilized visible light
spectrum (380—750 nm), Li-Fi addresses critical limitations of incumbenttechnologies,
spectrumcongestion,securityvulnerabilities,andelectromagnetic interference, while
unlocking unprecedented bandwidth (>100 THz) for high- density data transmission.

KeyContributionsandFindings

TheoreticalFoundation:

Demonstrated that Li-Fi leverages intensity modulation/direct detection (IM/DD)
principlesacrossLED-basedtransceivers,achievingGbps-orderdataratesviaadvanced
modulation schemes (O-OFDM, CSK, PAM).

FormalizedLi-Fi’ssuperiorityininformationsecurity:Physicalsignalconfinement (non-
penetrationofopaquebarriers)inherentlymitigateseavesdroppingrisks,complementingcryptogr
aphicprotocols(AES-256,QKD).

SystemImplementation:
Engineeredafunctionalanalogaudiotransmissionprototypeusingoff-the-shelf components

(high-luminance  LEDs,  photodiodes, = LM386  amplifiers), validating  Li-
Fi’sfeasibilityforreal-timecommunication.

Quantifiedperformancetrade-offs:Optimaloperationatl mdistancesundercon-
trolledillumination(SNR>20dB),degradedbyambientlightinterference(50lux) andnon-line-
of-sightconditions.

IntegrationandScalability:

ProposedhybridLi-Fi/Wi-Fiarchitecturesforseamlesshandoverinheterogeneous
networks,enhancingcoverageinRF-restrictedenvironments(e.g.,healthcare,industrial 1oT).

IdentifiedLi-Fiasanenablerfor6Gnetworksthroughultra-lowlatency(<1ms), Tbps-
capacity links, and synergy with reconfigurable intelligent surfaces (RIS).

Domain-SpecificApplications:

ValidatedLi-Fi’sutilityinsecuremedicaldatatransmission, underwateroptical
networks(IoUT),andIndustry4.0automation,whereRFimmunityandhighdata density are
critical.

LimitationsandResearchGapsRangeconstraints(<10m)andambientlightsusceptibilityimpe
deubiquitousdeployment.

Uplinkchanneldesignremainsunderdeveloped,necessitatingbidirectionaltransceiver innovation.
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Standardization gaps (IEEE 802.11bb) and high infrastructure transition costs de- lay
commercial scalability.

FutureTrajectories

PhysicalLayerInnovations:

DevelopMIMO-OFDMandadaptivebeamformingtoovercomemultipathfading and extend
coverage.
Integratemachinelearningforreal-timechannelestimationandinterferencemitigation.

Cross-DomainSynergies:
EmbedLi-Fiinsmartcityinfrastructure(streetlightsas APs)andquantum-secured networks.

Pursueenergy-neutralsystemsviasolar-energyharvestingreceivers.

StandardizationandDeployment:
Accelerate regulatoryframeworksforspectralallocationanddeviceinteroperability.

Optimizecost-efticiencyviaCMOS-integratedVLCtransceivers.

ConcludingRemarks

Li-Fi transcends niche applications to emerge as a cornerstone of next-generation
wirelessecosystems. WhilenotauniversalsubstituteforRFtechnologies,itsun- ~ paralleled
bandwidth, intrinsic  security, and electromagnetic = compatibility  position
itasacriticalenablerforbandwidth-intensive,secure,andinterference-sensitive use
cases.This work substantiates Li-Fi’s technical viability through empirical
validationandlaysafoundationforitsevolutiontoward6G-and-
beyondcommunicationparadigms.Futureeffortsmustbridgetheoreticaladvanceswithscalabl
e deployment strategies to realize Li-Fi’s transformative potential fully.
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Appendix

Appendix 01: ComparisonofMultipleAccessTechniques:

Tablel:ComparisonbetweenMultipleAccessTechniques.

Parameter FDMA TDMA CDMA SDMA

Modulation Utilizes Usesbandwidth- Employs sim- | Operates  trans-
bandwidth- efficientmodula- ple  modulation | parently in
efficientmodula- tion. techniques. modulation as-
tion. pects.

Forward  Error | Enhancespower Improvespower Implemented Works transpar-

Correction efficiency at the | efficiency = with | withoutaffecting entlyinerrorcor-
cost of band- | bandwidthtrade- bandwidthusage. rection.
width. off.

SourceCoding Enhancesoverall Boosts efficiency | Providesvoice Operates  trans-
transmissioneffi- forbetterperfor- activationadvan- parentlywithout
ciency. mance. tages along with | direct impact.

efficiency.

Diversity Requiresmulti- Can utilize fre- | Includes fre- | Simpleanten-
ple transmitters or | quency hopping | quency diversity | nas minimize
receivers for | for diversity. when used with | space  diversity;
diversity. RAKE receiver. orthogonal  cod-

ing enhances
diversity.

User Terminal | Simpleinimple- Moderatelycom- More complex | Requires  smart

Complexity mentation. plex. duetosignalpro- antennasforopti- mal

cessingdemands. performance.

Handover Difficulttoman- Challengingtran- Softhandoverca- Can support
age. sition. pability. soft handover

techniques.

System Com- | Consistsofalarge Reducesthenum- Featurescom- Additionalcom-

Plexity numberofsimple ber of required | plex interaction | plexity due to
components. channel units. among  compo- | antennarequire-

nents. ments.

Multiple-Access | Controlled Managedthrough Dynamic  power | Limited by an-

Interference through sys- | system planning | control  reduces | tenna resolution
tem planning. strategies. interference. capabilities.

Fading Exhibits flat | May require | Uses RAKE | Minimizesmulti-
fading,simpleto frequency- receiver for fre- | path fading ef-
track. selective  equal- | quencydiversity. fects.

ization.

BandwidthEffi- Constrained by | Limitedbymodu- Flexible limits | Dependentonan-

Ciency modulation and | lationtechniques based on signal | tenna resolution
channel spacing. and spacing. processing. quality.

Synchronization | Low-resolution Requires mid- | Demands  high- | Needs terminal
synchronization level  resolution | resolution syn- | location-based
requirements. synchronization. chronization. synchronization.




Flexibility Supports fixed | Allowsdatarate Accommodates Operatestrans-

datarates. variabilityindis- variousdatarates parently  without
crete steps. without spatial | data rate con-
impact. straints.

Voice&Dataln- Possiblebutmay Easilyachievable Multi-codetrans- Works transpar-

Tegration require system | using multiple | mission,buteffi- entlywithinsys-
modifications. slots. ciencymaybeim- temarchitecture.

pacted.

Evolution Adapts band- | Requiresamod- Needs a larger | Highlyflexible;
width to  fit | erateinitialband- bandwidth  allo- | can be incorpo-
application width setup. cation initially. rated as needed
needs. withoutaffecting

mobile function-
ality.

Appendix02:Phototransistor BC 548

1. Component Overview

A phototransistor is a semiconductor device that operates like a transistor, but instead of being activated by
electrical current at the base, it is controlled by light. It is widely used in optical communication systems,
such as Li-Fi, for detecting light signals and converting them into electrical signals.

2. Key Features

- Sensitive to light (visible or infrared, depending on the type).

- Faster response than photodiodes.

- Typically has 2 pins (Collector and Emitter).

- High gain and sensitivity.

- Operates as a switch or analog sensor depending on circuit configuration.

3. Pin Configuration

BC-548

Collector

Base

Emitter




4. Working Principle

When light hits the phototransistor, it excites electrons and allows current to flow from collector to emitter.
More light = more current.
The output voltage across the collector resistor varies with the intensity of received light.

Appendix 03:L.M 386
1. Component Overview:

LM386 is a low-voltage audio power amplifier.
Commonly used in Li-Fi audio projects for speaker output.

2. Key Features:
- Voltage gain: 20 to 200.
- Supply voltage: 4V-12V or 5V-18V.
- Low power consumption.
- Built-in gain control.
- Output power: ~0.5W into 8Q speaker at 9V supply.

3. Pin Configuration

LM386 PINOUT AND
INTERNAL STRUCTURE

Appendix 04:UA 741
1. Component Overview:

UA741 is a general-purpose operational amplifier.
Used for signal amplification in many analog circuits.

2. Key Features:

Wide supply voltage range: £3V to £22V.
- Input offset voltage: low.

- Slew rate: 0.5 V/us.

- Unity-gain bandwidth: ~1 MHz.

- Single or dual supply operation.



3. Pin Configuration

Offset null NC

Inverting input +V
Non-inverting input Output

-V Offset null
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